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KUPNi SMLOUVA
(dale jen ,Smlouva®)
C. Smlouvy Objednatele: 2025-0258

C. Smlouvy Dodavatele: OP-25-0163

uzaviena ve smyslu ustanoveni § 2079 a nasledujicich (kupni smlouva), s pfimé&fenym pouZitim ustanoveni §
2586 a nasledujicich (smlouva o dilo) zak. &. 89/2012 Sb., ob&ansky zakonik (dale jen ,ob&ansky zakonik*)

Smluvni strany:

Nazev: CESNET, zajmové sdruzeni pravnickych osob

Zapsané ve: spolkovém rejstfiku, vedeném Méstskym soudem v Praze, pod spisovou
znackou L 58848

Sidlo: Generala Piky 430/26, 160 00 Praha 6

ICO: 63839172

DIC: CZ63839172

Bankovni spojeni: Komer¢ni banka, a. s., poboc¢ka Praha 6

¢. uctu: 123-482240217/0100

ID datové schranky: gn35eaq

Zastoupené: prof. Ing. Miroslavem Timou, CSc., pfedsedou predstavenstva a

Mgr. FrantiSkem Potuznikem, mistopfedsedou pfedstavenstva

Kontaktni osoba pro Ing. Jan RGzi¢ka

technické zalezitosti: e-mail:
JURRVPY

Kontaktni osoba pro Ing. Jifi Klimt
obchodni a finanéni e-mail:
zalezitosti:

Osoba Ing. Jakub Papirnik
s rozhodovacim Funkce: reditel

oprévnanim: o-mail- I < +>0 [

na strané jedné jako ,Objednatel®

a
Nazev / firma: Power Systems s.r.o.
Zapsana v: obchodnim rejstiiku vedeném u Méstského soudu v Praze, spis. zn. C 11664
Sidlo: Vyskocilova 1410/1, Michle, 140 00 Praha 4
ICO: 45797633
DIC: CZ45797633
Bankovni spojeni: Komer¢ni banka, a.s.
¢. uctu: 51-1515200217/0100
ID datové schranky: t2rt8vh
Zastoupena: Michalem Tomesem, jednatelem

Kontaktni osoba pro Josef Drabek

technické zalezitosti: Funkce: Technicky reditel
e-mail I < : ++2o [

Kontaktni osoba pro Michal Tome$
obchodni a finanéni Funkce: jednatel

zaleZitosti: e-mail: || N ' 2
Osoba s rozhodovacim Michal Tomes
opravnénim: Funkce: jednatel

e-mail I — ' +20 I

na strané druhé jako ,Dodavatel”
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Tato smlouva se uzavira na zakladé vysledku zadavaciho fizeni vefejné zakazky s nazvem ,,CESNET
— dodavka prvka DCI vrstvy 2 sité CESNET3“, vypsaného Objednatelem podle zakona &. 134/2016
Sb., o zadavani vefejnych zakazek, v platném znéni (dale jen ,ZZVZ"), ev. €. ve VVZ: Z2025-027306,
dale také jen ,Vefejna zakazka“, ktera je zvefejnéna na profilu zadavatele na adrese:
https://zakazky.cesnet.cz/contract _display 403.html. Ustanoveni této smlouvy je tfeba v pfipadé
nejasnosti vykladat v souladu se zadavacimi podminkami stanovenymi v zadavaci dokumentaci Vefejné
zakazky, v€etné pfiloh a v€etné pfipadnych vysvétleni, zmén ¢i doplnéni, jakoZ i v souladu s nabidkou
Dodavatele, v€etné pfipadnych vysvétleni na zakladé dotaz(i Objednatele (zadavatele), podanou na
pinéni této Vefejné zakazky, jejiz technicka a cenova &ast tvofi pfilohu €. 1 této smlouvy.

Dodavatel bere na védomi, ze Vefejna zakazka (dodavka) je realizovana v ramci projektu Objednatele
s ndzvem ,,Modernizace e-INFRA CZ II*, identifikacni kéd: CZ.02.01.01/00/23_016/0008329 (dale jen
,Projekt®). Projekt je realizovan v ramci Opera¢niho programu Jan Amos Komensky (dale rovnéz jen
,OP JAK"), jehoz Fidicim organem je Ministerstvo $kolstvi, mladezZe a t&lovychovy Ceské republiky (dale
rovnéz jen ,MSMT*) a ktery je spolufinancovan z Evropského fondu pro regionalni rozvoj a ze statniho
rozpo&tu Ceské republiky. Poskytovatelem dotace je Ceska republika prostfednictvim MSMT. Z tohoto
dlvodu se na plnéni této Smlouvy a na naslednou kontrolu vztahuji mimo Zakon i dal$i pravni pfedpisy
(napt. zak. &. 320/2001 Sb., o financni kontrole ve vefejné spravé a zak. ¢. 130/2002 Sb. o podpore
vyzkumu, experimentalniho vyvoje a inovaci z vefejnych prostfedkll a 0 zméné nékterych souvisejicich
zakon() a Rozhodnuti MSMT o poskytnuti dotace.

Clanek 1. Predmét pInéni Smlouvy
1.1. Na zakladé této smlouvy se Dodavatel zavazuje poskytnout Objednateli nasledujici pinéni:

1.1.1. Dodat zafizeni (HW a SW) pro vybudovani DCI vrstvy 2 sité CESNET3 (dale také jen
LPrvky“ nebo ,zafizeni“) v rozsahu a dle specifikace uvedené v pfiloze €. 1 této smlouvy;

1.1.2. Poskytnout rozsifrenou zaruku s technickou podporou (dale jen ,Zaruka“), v ramci niz
Dodavatel zaruCuje a zajisti fadnou funk&nost dodanych zafizeni ve smyslu ustanoveni
§ 2113 anasl. ob&anského zakoniku a rovnéz zajisti pfimou podporu vyrobce dodanych
zarizeni, a to za nasledujicich podminek:

1.1.2.1 Sluzby v ramci zajiSténi radné funkénosti dodanych zarizeni

a) V ramci Zaruky Dodavatel Objednateli zaru€uje, Zze dodana zafizeni budou bez vad
a budou fungovat podle Dodavatelem nabidnutych specifikaci, pfic¢emz pokud se
projevi zavady zafizeni (definice viz nize), Dodavatel se zavazuje je bezplatné odstranit
nebo dodat nahradni zafizeni.

b) Doba trvani Zaruky: 60 mésicu.
c) Zaruka pokryva zejména vady materiald, vyrobni vady a funkéni vady. Zaruka
nepokryva vady / nefunkCnosti nezplisobené vadou vyrobku, tj. napf. zavady

zplUsobené nespravnym pouzitim v rozporu s Dodavatelem pfedanym manualem,
nehodami, neautorizovanymi opravami nebo Upravami apod.

d) Oprava ¢i vyména vadného zafizeni je bezplatna (je jiz zahnuta v cené za Zaruku resp.
v pofizovaci cené zafizeni uvedené v ¢l. 2. této smlouvy).

e) Moznost nahlasit poruchu kdykoliv (v rezimu 24x7x365).
f) Reakce na nahlaseni poruchy nejpozdéji do 1 hodiny.

g) Oprava i vyména vadného zafizeni / komponenty v misté instalace (on-site) se
zaru€enou dobou odstranéni jakékoli poruchy do konce nasledujiciho pracovniho dne,
do 18:00 (Next Business Day) od nahlaseni poruchy.

V pfipadé, ze Dodavatel neodstrani Objednatelem fadné nahlasenou zaruc¢ni zavadu
v uvedené lhaté ani nedoda nahradni zafizeni, je Objednatel opravnén zavadu odstranit
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sam, nebo prostfednictvim tfetich osob, popfipadé si zajistit nahradni zafizeni, a to na
naklady Dodavatele.

h) Telefonicka a e-mailova podpora pfi feSeni incidentl s moznosti eskalace smérem
k vyrobci.

i) Kontakt na zakaznicky servis / technickou podporu pro asistenci pfi uplatfiovani zaruky:
Tel.: +420 602 589 109
Jako primarni kontakt pro zakaznicky servis a zadavani informaci o pfipadnych
technickych anomaliich a pozadavcich na servisni zasahy (ticket() je k dispozici sluzba
LPWS-HSD* (Power System Help Service Desk), ktera je v provozovana spole¢nosti
Power System na bazi iTOP, a to v rezimu 7x24x365.
Sluzby PWS-HSD jsou dostupné na WEB adrese: http://servicedesk.pws.cz/
PfihlaSovaci udaje pro pfistup k portalu budou predany opravnénym pracovnikiim
zadavatele v ramci instalace.

1.1.2.2. Sluzby v rdmci zaji§téni pfimé podpory vyrobce dodanych zarizeni

a) Pfima komunikace v C&eském, slovenském ¢&i anglickém jazyce s odbornym
pracovnikem vyrobce dodavané technologie, ktery bude primarnim kontaktem pro
zadavatele.

b) Zajisténi e-mailového aliasu pro pfimou komunikaci s odbornymi pracovniky vyrobce.

c) Standardni pribézna softwarova podpora od vyrobce zafizeni pro pfipadné zmény v siti
a nasazeni novych funkci;

d) Proaktivni doporuceni vyrobcem zafizeni pro nasazeni konkrétni verze software dle
zameéru a oéekavani zadavatele;

1.1.3. Poskytnout na vyzadani pozaruéni servis za nasledujicich podminek:

1.1.3.1. Dodavatel se zavazuje poskytnout po skonéeni Zaruky dle odst. 1.1.2. této smlouvy
Objednateli na jeho vyzadani i pozaruéni servisni sluzby, a to za nasledujicich podminek:

a) Pozaruéni servis bude Objednatelem objednan (vyzadan) vzdy nejméné na dobu 12
mésicl, a to na celé dvanactimésicni cykly (tj. 12-24-36-atd.).

b) Predmétem pozarucnich servisnich sluzeb budou stejné sluzby, které jsou pfedmétem
Zaruky (viz odst. 1.1.2. této smlouvy).

c) Objednatel je opravnén urcit rozsah jednotlivych zafizeni / komponent, ke kterym
pozarucni servis bude pozadovat. Objednatel neni povinen pozadovat pozaruéni
servis v zadném rozsahu.

d) Cena pozarucnich servisnich sluzeb je stanovena v zavazné nabidce Dodavatele (viz
pfiloha &. 1 této smlouvy). Cena bude vzdy uréena podle rozsahu pozadovaného
pozarucniho servisu (bod c) tohoto odstavce).

e) Cena pozarucnich servisnich sluzeb jak je stanovena v nabidce Dodavatele na pInéni
vefejné zakazky (pfiloha €. 1 této smlouvy), muze byt navySena pouze v nasledujicich
pfipadech:

(i) Inflaéni dolozka pro prvni navySeni — Dodavatel je opravnén pozadovat
navySeni ceny pozarucnich servisnich sluzeb o celkovou vySi inflace od
okamziku podani nabidky do okamziku sjednani pozarucnich servisnich sluzeb
na zakladé vyzadani Objednatele. Celkova vySe inflace ve smyslu tohoto
odstavce bude vypocitana jako soucet hodnot miry inflace vyjadfené pfiristkem
indexu spotfebitelskych cen ke stejnému mésici pfedchoziho roku, vyhlasenou
Ceskym statistickym Gfadem, pficemz:
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1.1.3.2

1.1.3.3

1.1.34

e prvnim rozhodnym mésicem bude mésic, kdy Dodavatel podal nabidku na
pInéni vefejné zakazky a

e poslednim rozhodnym mésicem bude mésic se stejnym oznaCenim jako
v prvni odrazce v kalendainim roce, ve kterém dojde k zavaznému sjednani
(objednani) poskytovani pozarucnich servisnich sluzeb.

InflaCni dolozkou pro prvni navySeni bude na zakladé poZadavku Dodavatele
navySena cena pozarucnich sluzeb na obdobi nasledujicich 12 mésicl
pozarucnich servisnich sluzeb.

(i) Inflacni dolozka pro dal$i obdobi po uplynuti 12 mésicu pozarucnich servisnich
sluzeb bude obdobnym postupem dle pism. a) uplatiovana na zakladé
pozadavku Dodavatele vzdy pro kazdych dalSich 12 mésica (tj. navySeni
o prirastek indexu spotfebitelskych cen ke stejnému mésici pfedchoziho roku).

. Po dobu prvnich 24 mésicu (poc&itano samostatné pro jednotlivé komponenty) je Dodavatel

opravnén odmitnout poskytnuti pozaruénich servisnich sluzeb pouze v pfipadé, Zze mu v
jeho poskytovani budu branit zavazné provozni obtize. Za zavazné provozni obtize nelze
povazovat ekonomickou nevyhodnost téchto pozarucnich servisnich sluzeb.

. 'V obdobi po uplynuti doby dle véty prvni odst. 1.1.3.2. této smlouvy je Dodavatel opravnén

odmitnout poskytovani pozarucnich servisnich sluzeb.

. Odmitnuti dle odst. 1.1.3.2. nebo 1.1.3.3. této smlouvy musi Zhotovitel ucinit pisemné

nejpozdéji do 15 dnd od doruéeni objednavky dle odst. 1.1.3.1. této smlouvy, jinak plati, ze
tuto objednavku akceptoval.

1.2. Objednatel se zavazuje za fadné poskytnuté plnéni uhradit Dodavateli nize stanovenou cenu.

Clanek 2.

Cena za predmét plnéni

2.1. Cena za predmét plnéni Smlouvy byla stanovena na zakladé pozadavkl zadavatele uvedenych
v zadavaci dokumentaci a nabidky Zhotovitele na plnéni Vefejné zakazky a je specifikovana
v pfiloze €. 1 této smlouvy. Uvedena cena je celkovou €astkou za plnéni celé Verejné zakazky
v pozadovaném rozsahu, véetné vSech poplatkd a veskerych nakladd s plnénim vefejné zakazky
souvisejicich (s moznymi zménami pouze na zakladé zvlastnich podminek stanovenych v této
smlouveé).

2.2. K cené bez DPH bude pfipo¢tena DPH v zakonem stanovené vysi ke dni uskutecnéni
zdanitelného pinéni.

Clanek 3.

Platebni podminky

3.1. Cena za dodavku, véetné Zaruky

3.1.1.

Cena za dodavku zafizeni podle odst. 1.1.1., v€etné Zaruky podle odst. 1.1.2. této smlouvy
bude Objednatelem Dodavateli uhrazena jednorazoveé na zakladé danového dokladu - faktury
(dale jen ,faktura®), kterou bude Dodavatel opravnén vystavit po dodani zafizeni a jejich
akceptaci Objednatelem, tj. po podpisu akceptacniho protokolu (viz odst. 5.2.).

Pfilohou faktury musi byt kopie pfislusného akceptacniho protokolu (viz odst. 5.2.)
podepsaného kontaktni osobou pro technické zalezitosti Objednatele a kontaktni osobou pro
technické zalezitosti Dodavatele (viz titulni strana této smlouvy), jinak nezaklada povinnost
Objednatele platit.

3.2. Cena za poskytnuti pozaru€niho servisu

3.2.1.

Cena za poskytovani pozaruéniho servisu bude za placena vzdy pfedem na celé objednané
obdobi na zakladé faktury Dodavatele.
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3.3. Splatnost faktur musi byt nejméné 20 dni ode dne jejiho doruéeni Objednateli. Faktura musi
obsahovat vSechny nalezitosti fadného ucetniho a dariového dokladu ve smyslu pfislusnych
zakonnych ustanoveni. Faktura na pInéni podle odst. 3.1. této smlouvy musi dale obsahovat
odkaz na tuto Smlouvu a identifikaéni udaje projektu (nazev: projekt ,,Modernizace e-INFRA
CZ II“, identifikaéni kéd: CZ.02.01.01/00/23_016/0008329). V pfipadé, Ze faktura nebude mit
odpovidajici nalezitosti, je Objednatel opravnén zaslat ji ve Ihité splatnosti zpét Dodavatel
k doplnéni &i opravé, aniz se tak dostane do prodleni se splatnosti; Ih(ta splatnosti poéina bézet
cela znovu od opétovného doruéeni nalezité doplnéného &i opraveného dokladu.

3.4. Cena za pInéni této Smlouvy bude Objednatelem Dodavateli uhrazena bezhotovostnim pfevodem
na ucet Dodavatele uvedeny na titulni strance této Smlouvy, popfipadé na ucet sdéleny na fakture.

3.5. Fakturace bude probihat vyhradné elektronickou formou. Kontaktni emailova adresa Objednatele
pro pfijimani faktur: podatelna@cesnet.cz

3.6. V pfipadé, ze Dodavatel bude v okamziku pIlnéni pfedmétu této Smlouvy uveden spravcem dané
jako ,nespolehlivy platce” dle § 106a zakona 235/2004 Sb., o dani z pfidané hodnoty, ve znéni
pozdéjSich predpist (dale jen ,zakon o DPH®) nebo Ze ucet Dodavatele, ktery Dodavatel uved| na
jim vystaveném dariovém dokladu, nebude zvefejnén spravcem dané podle § 98 pism. d) zakona
o DPH, nebo Ze ucet Dodavatele, ktery Dodavatel uvedl na jim vystaveném darovém dokladu,
bude Gétem vedenym poskytovatelem platebnich sluzeb mimo tuzemsko (CR), bude pInéni dle
této Smlouvy povazovano za uhrazené i tak, ze Objednatel uhradi Dodavateli pouze cenu bez
DPH a DPH uhradi pfimo na ucet pfislusného finanéniho uradu.

Clanek 4.  Doba a misto plnéni

4.1. Doba plnéni je stanovena nasledovné:

4.1.1. Dodavku zafizeni podle odst. 1.1.1. provede Dodavatel nejpozdéji do 90 dnii ode dne doruceni
vyzvy Objednatele k pInéni; (viz dale odst. 4.3. této Smlouvy); do této doby se nezapoditava
doba akceptacniho testovani (viz dale odst. 5.2.).

4.1.2. Zaruku podle odst. 1.1.2. a pozaruéni servis podle odst. 1.1.3. bude Dodavatel poskytovat po
dobu uvedenou v téchto ustanovenich. Zaruka zacne bézet dnem podpisu akceptacniho
protokolu (viz odst. 5.2.).

4.2. Mistem plnéni — dodani zafizeni je sidlo Objednatele na adrese Generala Piky 430/26, 160 00
Praha 6.

4.3. Vyzvak pInéni
4.3.1. Kplnéni dle odst. 4.1.1. této smlouvy Objednatel vyzve Dodavatele pisemnou vyzvou,
podepsanou feditelem Objednatele &i jim povéfenou osobou (dale jen ,vyzva k plnéni“). Vyzvu
k plnéni zaSle Objednatel Dodavateli nasledovné:

a) vyzvu k plnéni zasSle kontaktni osoba pro technické zalezitosti Objednatele kontaktni
osobé pro technické zalezitosti Dodavatele (viz titulni strana této smlouvy) e-mailovou
formou a/nebo

b) vyzvu k pInéni zasle Objednatel Dodavateli prostfednictvim datové schranky.

4.3.2. Dodavatel se zavazuje potvrdit bez zbyteného odkladu Objednateli obdrzeni vyzvy k pinéni.
V kazdém pfipadé se vyzva povaZzuje za dorucenou:
a) dnem potvrzeni o pfijeti e-mailu, nejpozdéji viak tfeti pracovni den po odeslani v pfipadé
zaslani podle odst. 4.3.1. pism. a)
b) dnem potvrzeni o pfijeti do datové schranky, nejpozdéji vSak nasledujici pracovni den po
odeslani v pfipadé zaslani podle odst. 4.3.1. pism. b).

4.3.3. Vyzva k plnéni bude Objednatelem odeslana Dodavateli nejdfive v den nabyti u€innosti této
Smlouvy, nejpozdéji vSak do 90 dnl ode dne nabyti u€innosti této Smlouvy. V pfipadég, Ze
Objednatel vyzvu k plnéni v uvedené Ihaté neodesle, je Dodavatel povinen zafizeni dodat do
90 dni od okamziku marného uplynuti Ihaty Objednatele k odeslani vyzvy k plnéni (do této doby
se nezapocitava doba akceptaéniho testovani).
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Clanek 5. Zpusob predani a prava a povinnosti smluvnich stran pfi plnéni Smiouvy

5.1.

5.2.

5.2.1.

5.2.2.

5.2.3.

Dodani zafizeni do mista pInéni bude stvrzeno kontaktnimi osobami pro technické zalezitosti (viz
titulni strana této smlouvy) na predavacim protokolu (dodacim listu). Pfedavaci protokol bude
vyhotoven v listinné podobé&, a to ve 2 vyhotovenich, po jednom pro kazdou ze smluvnich stran.
Pfedavaci protokoly budou, mimo jiné, podkladem pro pfipadné uplatnéni smluvni pokuty dle
odst. 8.2. Smlouvy a uréeni jeji vySe a pro zahajeni zkuSebniho provozu, resp. podpis
akceptacniho protokolu.

Po dodani zafizeni Objednatel provede kontrolu kompletnosti dodavky a akceptaéni otestovani
dodanych zafizeni nasledovné:

VesSkeré potiebné konfigurace zafizeni budou pro potfeby akceptacnich testld provadét
zastupci Dodavatele podle konkrétnich pozadavki Objednatele. Tyto testy budou minimalné
zahrnovat:

a) Ovéfeni funkci a vlastnosti dodanych zafizeni a komponent v souladu s deklarovanymi
parametry v nabidce Objednatele (typicky napf. funkénost pfimych DCI propoju
vyuzivajicich 400GBASE-ZR+ 0dBm transceivery skrz realné trasy DWDM systému sité
CESNET3),

b) Ovéreni funkénosti managementu, komunikacnich protokoll a interoperability s dotéenou
stavajici komunikaéni infrastrukturou (nap¥. podpora EVPN a SRv6, zejména vzajemného
DCI propojeni logické komunikaéni infrastruktury riznych datovych center skrz SRv6 patefni
sit CESNETS3).

V ramci akceptace zadavatel pfedpoklada namatkové otestovani deklarovanych vlastnosti
nabizenych zafizeni a muze otestovat jakykoliv jejich pocet. Testovani bude trvat max. 30
pracovnich dni od podpisu pfedavaciho protokolu (dodaciho listu).

V ramci akceptacnich testl bude zadavatel ovéfovat zejména nasledujici funkénosti/parametry
dodanych zafizeni:

o Ovéreni napajecich zdroju.

o Ovéreni funk&nosti ventilatord.

o Systém nabéhne bez chyb a zafizeni je jako celek funkéni.

o Lze se pfipojit na rozhrani pro spravu zafizeni.

o 400GBASE-ZR+ 0dBm transceiver je kompatibilni s pfepinacem, zobrazi se korektné

v inventarizaci zafizeni.

o 400GBASE-ZR+ 0dBm transceiver v pfepinaci navaze spojeni s druhym 400GBASE-
ZR+ 0dBm transceiverem v existujicim smérovaci Cisco ASR9903 nebo Cisco 8201
skrz existujici DWDM systém CESNETu.

Zadavatel si v3ak zaroven vyhrazuje moznost ovéfeni jakéhokoliv jiného parametru
pozadovaného v zadavaci dokumentaci, resp. uvedeného v nabidce Dodavatele (pfiloha €. 1
této smlouvy).

BlizSi specifikace akceptacniho testovani je rovnéz uvedena v pfiloze €. 1 zadavaci
dokumentace Vefejné zakazky (Technicka specifikace pozadovaného pInéni).

Radné splnéni dodavky a ovéfeni funkénosti a deklarovanych parametrii bude stvrzeno
kontaktnimi osobami pro technické zalezitosti Dodavatele a Objednatele (viz titulni strana této
smlouvy) na akceptaénim protokolu. Akceptacni protokol bude vyhotoven v listinné formé
ve 2 vyhotovenich, po jednom pro kazdou ze smluvnich stran. Akceptaéni protokol bude
podkladem pro fakturaci.
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5.3.

5.4.

5.5.

5.6.

5.7.

5.8.

5.9.

5.10.

V pfipadé prokazatelnych nedostatkli zjisténych v prdbéhu akceptacniho testovani je
Dodavatel povinen je neprodlené odstranit, a to nejpozdéji do 15 pracovnich dni od okamziku,
kdy mu tyto nedostatky budou oznameny Objednatelem. Odstranéni nedostatku (vad) zafizeni
muze byt provedeno i dodate€nym dodanim nahradnich zafizeni. V pfipadé nedostatkd, které
budou prokazatelné v zasadnim rozporu s pozadavky Objednatele uvedenymi v zadavaci
dokumentaci Vefejné zakazky, resp. uvedenymi v nabidce Dodavatele, a které prokazatelné
nemohou byt v pfiméfené dobé odstranény, plati, Ze Dodavatel uvedl mylné informace ve své
nabidce a bude postupovano podle ustanoveni této Smlouvy (Clanek 7 a Clanek 8)
a obCanského zakoniku (§ 2099 a nasl. a § 2894 a nasl.) tykajicich se vadného plnéni a
nahrady Skody.

Drobné vady, které zasadnim zplsobem neomezuji funkénost dodanych zafizeni nejsou
divodem k odmitnuti akceptace Objednatelem. Takové vady budou uvedeny v akceptaénim
protokolu, ¢imZ budou povazovany za fadné vytknuté. Dodavatel odstrani takto vytknuté
drobné vady bez zbyte€ného odkladu a na zakladé dohody s Objednatelem.

V pfipadé Zaruky a pozaruéniho servisu se fadné poskytnutym plnénim rozumi fadné a v€asné
poskytnuti pInéni v souladu s podminkami stanovenymi v této smlouvé.

Prava z vadného plInéni se Fidi ustanovenim § 2099 a nasl. ob&anského zakoniku, pokud v této
smlouvé neni stanoveno jinak.

Obsah akceptacniho protokolu bude vychazet z pozadavkl Objednatele uvedenych v pfiloze €. 1
zadavaci dokumentace Verfejné zakazky a z nabidky Dodavatele (pfiloha €. 1 Smlouvy).

Objednatel se zavazuje poskytnout Dodavateli fadnou soucinnost pfi dodavce zafizeni. V pfipadé
neposkytnuti soucinnosti Objednatelem se prodluzuji Ihtty plnéni o dobu, kdy Dodavatel nemohl
v dusledku neposkytnuti soucinnosti plnit své zavazky.

Dodavatel je povinen dodat pouze originalni a nové zafizeni, pIné funkéni a splfujici pozadavky
Objednatele stanovené v zadavaci dokumentaci Vefejné zakazky. Dodavatel je dale povinen na
vyzvu Objednatele kdykoliv prokazat jejich pGvod. Dodavatel je dale povinen na vyzvu
Objednatele bezodkladné dolozit pfislusné certifikaty a osvédéeni k dodavanym zafizenim,
napfiklad (ale nikoliv pouze), Ze splfiuji pFislu§né technické normy a pravni predpisy platné v CR
a Ze je opravnén je podle této Smlouvy dodavat do Ceské republiky.

Dodavatel se zavazuje poskytnout Objednateli servisni sluzby i v pfipadé, kdy poruchy (zavady)
zarizeni ¢i komponent vzniknou nevhodnym skladovanim ¢i umisténim, neodbornym zasahem &i
manipulaci, mechanickym po$kozenim ze strany Objednatele, resp. aplikaci zafizeni v rozporu
s technickymi podminkami vyrobce nebo v dusledku Zivelné pohromy; cena za servisni zasahy
v uvedenych pfipadech neni soucasti ceny za plnéni této Smlouvy a bude dohodnuta smluvnimi
stranami pfedem, pokud to situace dovoli.

Dodani Casti zbozi/poskytnuti plnéni pfipadnym poddodavatelem nezbavuje Dodavatele jeho
vyluéné odpovédnosti za fadné dodani pinéni Objednateli. Dodavatel odpovida Objednateli za
pinéni (Ci jeho Cast), které svéfil poddodavateli, ve stejném rozsahu, jako by jej poskytoval sam.

Dodavatel se dale podpisem této Smlouvy zavazuje:

5.10.1. zachovat mi¢enlivosti o divérnych skute¢nostech, které se dozvi pfi plnéni Vefejné zakazky

nebo v souvislosti s nim;

5.10.2. nahradit Objednateli $kodu zpUsobenou pfipadnym poddodavatelem;
5.10.3. zajistit archivaci dokumentl o pInéni Vefejné zakazky po dobu nejméné do konce roku 2033;
5.10.4. zajistit ochranu osobnich udaji v souladu s pravnimi pfedpisy.

5.11.

Dodavatel si je védom skute€nosti, ze Objednatel ma zajem na realizaci predmétu této Smlouvy

v souladu se zasadami odpovédného zadavani vefejnych zakazek dle § 6 odst. 4 ZZVZ. S

ohledem na to se Dodavatel zavazuje:

- zajistit po celou dobu trvani této Smlouvy a vici vSéem osobam, které se na pIinéni pfedmétu
této Smlouvy podileji, dodrzovani veskerych pfisluSnych platnych a uc€innych, zejména
pracovnépravnich piedpist Ceské republiky (legalni zaméstnavani, zakaz détské a nucené
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prace, dustojné a férové pracovni podminky, spravedlivé odménovani, pracovni doba, doba
odpocinku, placené presCasy apod.), pravnich pfedpisl tykajicich se oblasti zaméstnanosti
a bezpecnosti a ochrany zdravi pfi praci a pravnich predpisu tykajicich se ochrany zivotniho
prostredi;

- zajistit dodrzovani zakona €. 541/2020 Sb., o odpadech, pokud se na jeho Cinnost vztahuije;

- zaijistit ekologicky Setrnou likvidaci oballl od dodaného zboZi a nepotfebného materialu
a zbozi (zejména formou recyklace a postupu cirkularni ekonomiky, kde to bude mozné);

- pfi plnéni Smlouvy v mife, kterou pfipousti fadné plnéni, vyuzivat pro komunikaci
a korespondenci  prostfedky elektronické komunikace a minimalizovat spotfebu
kancelafského materialu;

- zajistit Fadné a v&asné plnéni financnich zavazkd svym poddodavatelim, prostfednictvim
kterych poskytuje plnéni pfredmétu Smlouvy, resp. jeho €ast dle této Smlouvy; za fadné a
v€asné plnéni dle pfedchazejici véty se povazuje plné uhrazeni poddodavatelem fadné
vystavenych faktur za predmét Smlouvy, resp. jeho Cast, a to vzdy ve |haté splatnosti
sjednané s poddodavatelem, pfi¢emz sjednana Ih(ta splatnosti nebude del$i nez 30 dn(, a
pokud lhuta splatnosti s poddodavatelem neni sjednana, nejpozdéji do 30 dnl ode dne
obdrzeni platby ze strany Objednatele za konkrétni plnéni pfedmétu Smilouvy, resp. jeho
¢asti;

- zajistit svym poddodavatelim droven smluvnich podminek nikoliv hor$i, nez stanovuje pro
Dodavatele tato Smlouva.

Clanek 6. Vlastnické pravo, nebezpeci Skody na véci a uprava prav vyplyvajicich z dusevniho
vlastnictvi

6.1. Vlastnické pravo prejde na Objednatele v okamziku podpisu akceptacniho protokolu (viz odst. 5.2.
Smlouvy).

6.2. Nebezpeli Skody pfechazi na Objednatele v okamziku, kdy mu zafizeni bude dodano
a protokolarné predano (viz odst. 5.1. Smlouvy) v misté pInéni.

6.3. V pfipadé, ze pfi poskytovani pinéni Dodavatelem na zakladé této Smlouvy vznikne &i bude
poskytnuto dilo, které je chranéno predpisy o dusevnim vlastnictvi, a jehoz autorem ¢€i majitelem
(vykonavatelem) prav je Dodavatel, vznika okamzikem vzniku €i poskytnuti takového dila
Objednateli pravo toto dilo uzivat v rozsahu nezbytném pro napinéni ucelu, pro ktery je pfislusna
dodavka poskytovana, a to po celkovou dobu ochrany prav k takovému dilu (i po ukon&eni trvani
Smlouvy). Odména za uvedenou licenci je soucasti ceny za plnéni této Smlouvy. Objednatel je
opravneén vysledky ¢innosti dle Smlouvy (napf. autorska dila) uzit v plivodni nebo jinym zplisobem
zpracované Ci jinak zménéné podobé, samostatné nebo v souboru anebo ve spojeni s jinym dilem
¢i prvky. Licence je bez potfeby jakéhokoliv dalSiho svoleni Dodavatele udélena Objednateli s
pravem podlicence nebo je rovnéz dale postupitelna jakékoliv tfeti osobé. Licence se vztahuje
automaticky i na vSechny nové verze, Upravy a pfeklady pfislusnych autorskych dél. Licenci neni
Objednatel povinen vyuzit, a to ani z&asti.

6.4. Pokud pInénim Dodavatele na zakladé této Smlouvy bude poskytnuti jakéhokoliv SW tfetich osob,
je Dodavatel povinen zaijistit, aby na Objednatele preSla veSkera nezbytna prava (licence)
k uzivani takového SW, aby mohl byt napinén ucel této Smlouvy, a to za nasledujicich podminek:

6.4.1. Objednatel bude opravnén k vykonu prava veskery SW uzit v rozsahu potfebném pro fadné
uzivani pfedmétu plnéni dle této Smlouvy;

6.4.2. opravneéni (licence) musi byt poskytnuto na dobu trvani majetkovych prav autora (i po skonceni
trvani této Smlouvy);

6.4.3. cena licence je zahrnuta v cené pinéni dle Clanku 2. této Smlouvy.

Clanek 7.  Odpovédnost

7.1. Kazda ze smluvnich stran této smlouvy nese odpovédnost za prodleni, za vady a zpusobenou
8kodu. Podminky a nasledky odpovédnosti vyplyvaji z této Smlouvy a z obecné zavaznych
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pravnich predpisld, zejména obCanského zakoniku. Smluvni strany se zavazuji k vyvinuti
maximalniho usili k pfedchazeni Skodam a k minimalizaci vzniklych Skod.

7.2. Zadna ze stran této Smlouvy neni odpovédna za $kodu zptisobenou v dusledku okolnosti
vyluéujicich odpovédnost ve smyslu ob&anského zakoniku. Smluvni strany se zavazuji upozornit
druhou stranu bez zbyte¢ného odkladu na vzniklé okolnosti vylu€ujici odpovédnost branici
fadnému pInéni Smlouvy a zavazuji se k maximalnimu usili k jejich odvraceni a pfekonani.

7.3. Dodavatel bere na védomi, ze Objednatel je osobou povinnou ve smyslu zakona ¢. 181/2014 Sb.,
o kybernetické bezpecénosti a 0 zméné souvisejicich zakonu, ve znéni pozdéjsich predpist (dale
jen ,ZoKB"), a Ze je dle § 4 odst. 4 ZoKB povinen zohlednit poZadavky vyplyvajici
z bezpeCnostnich opatfeni vydavanych Narodnim ufadem pro kybernetickou a informaéni
bezpeénost (dale jen ,NUKIB*) pfi vyb&ru dodavateld pro jeho informaéni nebo komunika&ni
systém a pozadavky zahrnout do smlouvy. Dodavatel dale bere na védomi bezpeénostni opatfeni
vydané NUKIBem — varovani ze dne 21. 3. 2022, sp. zn. 350 — 401/2022, &. j. 3381/2022-NUKIB-
E/350 pfed hrozbou v oblasti kybernetické bezpelnosti spocivajici v nedodrzeni smluvnich
zavazkl ze strany dodavateltu ICT sluzeb a produktd s vyznamnym vztahem k Ruské federaci
(dale jen ,Varovani“). Jelikoz se plnéni dle této Smlouvy stane soulasti informacniho a
komunikaCniho systému Objednatele, Smluvni strany se dohodly, Ze jakékoliv prodleni
Dodavatele s plnénim zavazkl dle této Smlouvy nebo nemoznost jejich spinéni, majici puvod
nebo souvisejici s hrozbami adresovanymi ve Varovani, nebude predstavovat divod pro
umoznéni zmény zavazku ze Smlouvy dle § 222 ZZVZ, nebude pfedstavovat okolnost vylu€ujici
odpovédnost Dodavatele ve smyslu § 2913 odst. 2 obanského zakoniku a Dodavatel nebude
opravnén pozadovat obnoveni jednani o Smlouvé v dlisledku podstatné zmény okolnosti dle
§ 1765 ob&anského zakoniku.

7.4. Dodavatel odpovida za to, ze byl opravnén poskytnout licenci k SW v poZzadovaném rozsahu
podle odst. 6.4 této Smlouvy.

Clanek 8. Nahrada skody, smluvni sankce a odstoupeni od Smlouvy

8.1. Nahrada skody vzniklé jedné ze smluvnich stran druhou smluvni stranou se Ffidi ustanovenimi
ob&anského zakoniku.

8.2. Ocitne-li se Dodavatel v prodleni s dodavkou zafizeni podle odst. 1.1.1. Smlouvy:

8.2.1. do 30 dnu, ma Objednatel pravo na smluvni pokutu ve vysi 0,05 % z ceny za dodavku (v€etné
Zaruky) podle odst. 2.1.bez DPH za kazdy i jen zapocaty den prodleni s pfedanim v terminu
pinéni dle odst. 4.1.1;

8.2.2. 31dnu avice, ma Objednatel pravo na smluvni pokutu ve vysi 0,1 % z ceny za dodavku (v€etné
Zaruky) podle odst. 2.1. bez DPH za kazdy i jen zapoCaty den prodleni s pfedanim v terminu
plnéni dle odst. 4.1.1,

nejvySe v8ak 5 % z ceny za dodavku podle odst. 2.1., &imz neni dotéeno pravo na nahradu
pfipadné Skody, ktera mlze spocivat mj. v tom, ze Objednatel nebude opravnén Cerpat dotaci
uréenou na financovani Vefejné zakazky. Objednatel bude opravnén si pfipadny narok na smluvni
pokutu podle tohoto odstavce zapocCist oproti cené, kterou bude povinen zaplatit na zakladé této
Smlouvy. Objednatel ma pravo odstoupit od této Smlouvy i ji vypovédét s okamzitou u&innosti
v pfipadé prodleni Dodavatele s dodanim plnéni po dobu delSi 30 dnu.

8.3. Objednatel ma pravo na smluvni pokutu ve vysi 5 000,- K& za kazdy zapolaty den prodleni
s plnénim povinnosti v ramci Zaruky podle odst. 1.1.2. této Smlouvy, a to za kazdé jednotlivé
prodleni, nejvyse v8ak 5 % z ceny za dodavku (v€etné Zaruky) podle odst. 2.1. Tim neni jakkoliv
omezen narok Objednatele na nahradu pfipadné Skody. Ustanoveni tohoto odstavce nema vliv
na prava Objednatele uvedena v odst. 1.1.2. pism. e) této Smlouvy. Objednatel ma pravo
odstoupit od této Smlouvy &i ji vypovédét s okamzitou ucinnosti v pfipadé prodleni Dodavatele
s pInénim jeho zavazku vyplyvajicich ze zaruky po dobu delSi nez 30 dna.

8.4. V pfipadé&, Ze v prubé&hu realizace plnéni vyjde najevo, Ze vlastnosti (zejm. technické) dodavek
a/nebo sluzeb jsou prokazatelné v rozporu s informacemi, které Dodavatel uved| ve své nabidce
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8.5.

8.6.

8.7.

8.8.

8.9.

8.10.

8.11.

8.12.

8.13.

8.14.

(pfiloha €. 1 Smiouvy), bude mit Objednatel pravo na smluvni pokutu ve vysi 100 000,- K&.
Soucasné bude Objednatel mit pravo odstoupit od této Smlouvy; takové odstoupeni od Smlouvy
v8ak nebude mit vliv na pravo Objednatele na zaplaceni smluvni pokuty a naroku na nahrad
Skody.

V pfipadé, ze v pribéhu realizace plnéni vyjde najevo, ze Dodavatel poskytl Objednateli SW,
jehoz autorem &i maijitelem prav je tfeti osoba, pficemz Dodavatel nebyl k takovému poskytnuti
opravnén, ma Objednatel pravo na smluvni pokutu ve vysi 100 000,- K& za kazdé jednotlivé
poruseni této povinnosti a narok na nahradu Skody. Objednatel bude v tomto pfipadé rovnéz
povinen na vyzvu Objednatele zajistit licence v potfebném rozsahu (bez dodatecnych plateb ze
strany Objednatele), pfi¢emz pokud takova povinnost nebude ze strany Dodavatele spinéna do
30 dnu ode dne obdrzeni vyzvy, bude mit Objednatel pravo odstoupit od Smlouvy. Pravo
Objednatele na nahradu Skody a smluvni pokutu uvedenou v tomto odstavci vSak zlstava
nedotéeno.

V pfipadé poruSeni kterékoliv povinnosti Dodavatele podle odst. 5.7. véta druha a/nebo ftreti,
5.10.1. a/nebo 9.7. Smlouvy bude mit Objednatel pravo na smluvni pokutu ve vy3i 50.000,- K& za
kazdy jednotlivy pfipad takového poruseni.

V pfipadé, ze Dodavatel nebo jeho poddodavatel bude organem vefejné moci uznan pravomocné
vinnym ze spachani pfestupku ¢&i spravniho deliktu, popf. jiného obdobného protipravniho jednani,
v fizeni pro poruseni pravnich predpist, jichz se dotyka ujednani dle odst. 5.11. Smlouvy, o nichz
se Objednatel prokazatelné dozvi a k némuz doSlo pfi plnéni této Smlouvy nebo v souvislosti
s nim, je Objednatel opravnén odstoupit od této Smlouvy. Za kazdy jednotlivy pfipad poruseni
povinnosti Dodavatele dle odst. 5.11. Smlouvy bude mit Objednatel pravo na smluvni pokutu ve
vySi 10 000,- K¢&; pfipadné odstoupeni Objednatele od Smilouvy nebude mit vliv na pravo
Objednatele na zaplaceni takové smluvni pokuty Dodavatelem.

Bude-li Objednatel v prodleni se zaplacenim jakékoliv faktury fadné vystavené na zakladé této
Smlouvy Dodavatelem k datu jeji splatnosti, ma Dodavatel pravo na urok z prodleni ve vysi 0,1 %
z nezaplacené ¢astky za kazdy zapocaty den prodleni platby. Dodavatel je opravnén odstoupit od
této Smlouvy, pokud bude Objednatel v prodleni se zaplacenim kupni ceny (jeji asti) delSim nez
30 dni.

Obé smluvni strany maji pravo odstoupit od této Smlouvy v pfipadé opakovaného prodleni druhé
smluvni strany s plnénim jakékoliv povinnosti podle této Smlouvy. Narok na nahradu Skody
a smluvni pokutu do dne odstoupeni od smlouvy (vypovédi) zGstane nedotéen (Skoda muze
spoCivat mimo jiné i vnakladech vynaloZzenych Objednatelem na realizaci nového
vybérového/zadavaciho fizeni).

VySe nahrady Skody v souladu s touto Smlouvou v jakémkoliv sméru a jakékoliv smluvni strany je
omezena maximalni éastkou 1 000 000,- K&. Zadnym ujednanim o smluvni pokut&, ani jejim
skuteénym zaplacenim, nebude dotéen narok smluvnich stran na nahradu Skody do uvedeného
limitu.

Jakakoliv ze smluvnich stran mize za podminek v této Smlouvé uvedenych odstoupit pouze od
¢asti Smlouvy, pokud to neni vylouc¢eno povahou plnéni.

Uginky odstoupeni od Smlouvy (resp. vypovédi) nastanou okamzikem dorudeni pisemného
projevu vule vyjadfujiciho odstoupeni od Smlouvy (vypovéd) druhé smluvni strané.

V souladu s ustanovenim § 1998 ob&anského zakoniku neni Dodavatel opravnén vypovédeét svuj
zavazek poskytovat Zaruku nejméné do konce obdobi uvedeného v odst. 1.1.2.1. pism. b).;
v pfipadé poruseni tohoto ustanoveni Dodavatelem bude mit Objednatel pravo od Dodavatele
pozadovat smluvni pokutu ve vySi 90 000,- K& za kazdy nedokonCeny mésic poskytovani sluzeb
v ramci Zaruky do konce doby Zaruky.

Odstoupit od Smlouvy mize Dodavatel pouze za podminek stanovenych ob&anskym zakonikem
a touto Smlouvou.
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EEN
Clanek 9. Zavérec€na ustanoveni
9.1. Smluvni strany budou vzajemné spolupracovat a poskytovat si vedkeré informace potfebné pro

9.2.

9.3.

9.4.

9.5.

9.6.
9.6.1.

9.6.2.

9.7.

9.8.

9.9.

9.10.

9.11.

9.12.

fadné plnéni svych zavazkd. Smluvni strany jsou povinny informovat druhou smluvni stranu o
veskerych skutec¢nostech, které budou, jsou nebo mohou byt dulezité pro fadné pinéni
Smlouvy.

Smluvni strany se zavazuji pisemné nahlasit druhé smluvni strané pfipadnou zménu
kontaktnich Udaji kontaktnich osob pro technické zalezitosti, a to nejpozdéji 48 hodin pred
zapocetim uzivani novych kontaktll. Takova zména mulze byt jednostrannym ukonem dané
smluvni strany, tj. napf. formou sdéleni, podepsaného opravnénym zastupcem smluvni strany.
Zména mulze byt provedena elektronickou formou (napf. prostfednictvim datové schranky,
digitalné podepsanym e-mailem popf. e-mailem, jehoz pfilohou bude digitalné podepsané
sdéleni).

Smluvni strany se budou navzajem informovat o kazdé organizacni zméné (napf. zména tel.
Cisel, zména adresy, bankovniho spojeni atd.) bez zbyte¢ného odkladu.

Smluvni strany jsou povinny plnit své zavazky vyplyvajici z této Smlouvy tak, aby nedochazelo
ke zbyte€nému prodleni s plnénim jednotlivych terminl a s prodlenim splatnosti jednotlivych
penéznich zavazku.

VSechna oznameni mezi smluvnimi stranami, ktera se budou vztahovat ke Smlouvé, nebo
ktera maji byt ulinéna na zakladé Smlouvy, musi byt ucinéna v pisemné podobé
a prokazatelné dorucena druhé smluvni strané na kontakty uvedené ve Smlouvé, nebude-li
stanoveno nebo mezi smluvnimi stranami dohodnuto jinak.

Dodavatel podpisem této Smlouvy bere na védomi a souhlasi s tim, zZe:

se podpisem Smlouvy stava v souladu s § 2 pism. e€) zakona &. 320/2001 Sb., o finanéni
kontrole ve vefejné spraveé, v platném znéni, osobou povinnou spoluplsobit pfi vykonu
finanéni kontroly. V ramci této kontroly je Dodavatel povinen umoznit zastupclm
poskytovatele dotace (MSMT CR), pfipadné dal$im opravnénym osobam, kontrolu v souladu
s podminkami stanovenymi uvedenym zakonem;

je povinen umoznit zastupclim poskytovatele dotace a pfipadné dalSim opravnénym osobam
pfistup ik tém c¢astem nabidky, Smlouvy a souvisejicich dokumentu, které podléhaji
ochrané podle zvlastnich pravnich predpist (napf. jako obchodni tajemstvi, utajované
skutecCnosti) za pfedpokladu, ze budou spinény pozadavky kladené pravnimi pfedpisy (napf.
zakon ¢. 255/2012 Sb., o kontrole (dale jen ,kontrolni fad“), ve znéni pozdéjsich predpisu);

Objednatel je povinen dodrzet pozadavky na povinnou publicitu v ramci programu
strukturalnich fondl stanovené v pfisluSnych aktualnich pravidlech pro publicitu v ramci OP
JAK, a to ve vSech relevantnich dokumentech tykajicich se pInéni této Smlouvy.

Objednatel je povinen vramci plnéni této Smlouvy postupovat v souladu s pfisluSnymi
aktualnimi pravidly pro vybér dodavateltd v ramci OP JAK, pfi€emz néktera z nich se vztahuiji i
na Dodavatele.

Dodavatel bere na védomi, Ze podle ustanoveni § 219 ZZVZ je Objednatel povinen zverejnit
tuto Smlouvu na svém profilu zadavatele.

Zavazkovy vztah zaloZeny touto Smlouvou se fidi platnymi pravnimi piedpisy Ceské republiky,
zejmeéna obCanskym zakonikem.

Jestlize nékteré ustanoveni Smlouvy je neplatné nebo se stane neplatnym, nebude tim dotéena
platnost ostatnich ustanoveni. Smluvni strany se zavazuji neplatné ustanoveni nahradit
platnym ustanovenim, které se co mozna nejvice bude bliZit hospodarskému ucelu neplatného
ustanoveni. Jestlize Smlouva bude mit mezeru, ktera by vyzadovala Upravu, odstrani smluvni
strany tuto mezeru doplfiujicim ustanovenim, které pfihlizi k hospodafskému ucelu Smlouvy.

Smlouva nabyva platnosti a u€innosti dnem podpisu posledni ze smluvnich stran.
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9.13. Tato Smlouva je vyhotovena v elektronické formé a zastupci smluvnich stran podepsana
digitalnimi podpisy zalozenymi na kvalifikovanych certifikatech. Kazda ze smluvnich stran
obdrzi oboustranné podepsané elektronické vyhotoveni této Smilouvy.

9.14.  Smluvni strany prohlasuji, Ze Smlouva je uzavirana podle jejich skuteéné a svobodné vile,
Smlouvu si precetly, s jejim obsahem souhlasi a na dukaz toho pfipojuji podpisy svych

odpovédnych zastupcu.

Seznam priloh:

Priloha €. 1:  Specifikace dodavky zesilovacu - technicka a cenova ¢ast nabidky Dodavatele

Za Objednatele
Datum: viz el. podpisy

prOf. |ng Digitalné podepsal prof.
. Ing. Miroslav Tiima, CSc.

eroslav Datum: 2025.09.23

Tdma, CSc. 07:33:35 +02'00'

prof. Ing. Miroslav Tima, CSc.
pfedseda predstavenstva

Digitalné podepsal
Mgr' - Mgr. Frantiek
FrantiSek  Ppotumik
v Datum: 2025.09.22
Potuznik  19:1034+0200

Mgr. FrantiSek Potuznik
mistopfedseda predstavenstva

Za Dodavatele
Datum: viz el. podpisy

M ic h a I Digitalné podepsal

Michal Tome$
v Datum: 2025.09.08

TO M Ees 1007:29 +0200

Michal Tomes$
jednatel
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Priloha €. 1 Smlouvy
Specifikace dodavky zafizeni - Technicka a cenova ¢ast nabidky Dodavatele




—

POWER
SYSTEMS

Dodavka prvka DCI vrstvy 2 sité CESNET3

pro zadavatele: CESNET, zajmové sdruzeni pravnickych osob

Ucastnik VR: Power Systems s.r.o.
Vyskodilova 1410/1
140 00 Praha 4 — Michle
ICO: 45797633

zastupujici: Radek Velim, obchodni feditel

Radek Podepsal Radek Velim
Datum: 2025.06.19

Velim 10:58:16 +02'00"

* Nabidka je jako celek opatfena elektronickym podpisem.

Power Systems s.r.o., Www.pws.cz

Sidlo: Vyskotilova 1410/1, Praha 4 — Michle 140 00, IC: 45797633, Méstsky soud v Praze oddil C vlozka 11664




1  KRYCI LIST NABIDKY

Verejna zakazka:

»CESNET — dodavka prvku DCI vrstvy 2 sité CESNET3“

Zadavatel:

CESNET, zajmové sdruzeni pravnickych osob
Generala Piky 430/26, 160 00 Praha 6
ICO: 63839172

Identifikacni udaje dodavatele - ucastnika:

§ 28 odst. 1 pism. g) zdkona ¢. 134/2016 Sb., o zadavani verejnych zakazek (dale jen “ZZVZ”)

Ucastnik
(obchodni firma nebo nazev)

Power Systems s.r.o.

Sidlo (v pfipadé fyzické osoby misto podnikani)
(cela adresa véetné PSC)

Vyskocilova 1410/1, Michle, 140 00 Praha 4

Adresa pro dorucovani

Vyskocilova 1410/1, Michle, 140 00 Praha

Pravni forma Spolecnost s ru¢enim omezenym
1I€o 45797633
DIC CZ45797633

Zapis ve verejném rejstiiku

Ucastnik zapsan v obchodnim rejstfiku vedeném u
Meéstského soudu v Praze, spis. zn. C 11664

Identifikator datové schranky

t2rt8vh

Maly a stfedni podnik

ANO

Webové stranky

https://www.pws.cz/

Kontaktni osoba ucastnika

Jméno a pfijmeni

Michal Tomes

Telefonické spojeni +420
Elektronické spojeni (e-mail)
Datum 19.6.2025
Jméno a ptijmeni ?foby ?pravnene jednat za Radek Velim
ucastnika
Funkce Obchodni feditel

Udaje k hodnoceni nabidky

Celkova nabidkova cena za dodavku (HW a SW), véetné zaruky na

60 mésicl

33 370 724,- K¢ bez DPH

Celkova nabidkova cena za poskytovani pozarucniho servisu na

vsechny dodané komponenty za 12 mésic

2 565 912,- K¢ bez DPH

Celkova hodnocena nabidkova cena

35 936 636,- KE bez DPH

Power Systems s.r.0., WWW.pws.cz

Sidlo: Vyskotilova 1410/1, Praha 4 — Michle 140 00, IC: 45797633, Méstsky soud v Praze oddil C vlozka 11664
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3 TECHNICKA SPECIFIKACE POZADOVANEHO PLNENI

Tvori samostatnou pfilohu této Nabidky.

[ - a“’ Power Systems s.r.0., WWW.pWs.cz
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4 UDAJE NEZBYTNE K HODNOCENI NABIDKY

Jsou obsaZzeny v Krycim listu této nabidky.
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5 POLOZKOVA SPECIFIKACE CEN

Tvori samostatnou pfilohu této nabidky.
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6 UDAIJE K POSKYTOVANI SERVISU

Kontakt na zdkaznicky servis / technickou podporu pro asistenci pfi uplatriovani zaruky:

MuZou byt doplnény podrobnosti — proces hldseni a feseni zdvad a poruch.

Jako primdrni kontakt pro zakaznicky servis a zaddvani informaci o pfipadnych technickych anomaliich
a pozadavcich na servisni zasahy (ticket() je k dispozici sluzba ,,PWS-HSD” (Power System Help Service
Desk), ktera je v provozovana spolecnosti Power System na bazi iTOP, a to v rezimu 7x24x365.

Sluzba PWS-HSD je dostupna na WEB adrese: http://servicedesk.pws.cz/

Prihlasovaci Udaje pro pfristup k portalu budou predany opravnénym pracovnikiim zadavatele v ramci
instalace.

Power Systems s.r.0., WWW.pws.cz

Sidlo: Vyskotilova 1410/1, Praha 4 — Michle 140 00, IC: 45797633, Méstsky soud v Praze oddil C vlozka 11664
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Priloha €. 1 zadavaci dokumentace
CESNET — dodavka prvkda DCI vrstvy 2 sité CESNET3

Technicka specifikace pozadovaného plnéni

U bodu této pfilohy, u kterych je v textu Eervené vyznacen vyslovny pozadavek zadavatele na uvedeni, zda
nabidka dodavatele dany pozadavek splfiuje (ANO/NE) a/nebo na uvedeni dalSich informaci, dodavatel
uvede pfislusnou odpoveéd a pfilozi takto okomentovanou pfilohu do jeho nabidky.

Dodavatel muze okomentovat i ostatni body, u kterych neni okomentovani vyslovné pozadovano.

1. Zakladni popis

1.1. Predmétem plnéni vefejné zakazky je dodavka pokrocilych sitovych pfepinacl slouzicich pro

1.2.

vzajemné vysokorychlostni propojeni datovych center (DCI) umisténych v riznych lokalitach
na uzemi Ceské republiky propojenych patefni siti CESNET3 (dale jen ,DCI pfepinage®),
dalSiho potfebného pfisluSenstvi (zejména transceivert), provedeni akceptacnich testu
a poskytnuti rozSifené zaruky a pozaru¢niho servisu na vyzadani, v souladu s poZadavky
uvedenymi v zadavaci dokumentaci.

Zadavatel pozaduje dodavku DCI prepinacl, ktera se bude skladat z nasledujicich hlavnich
komponent:

1.2.1. pravé (presné) 12 kust DCI pfepinacu dle specifikace v odst. 3.13.1,
1.2.2. pravé (pfesné) 72 kusu QSFP-DD transceiveru dle specifikace v odst. 3.23.2.

1.3. DCI piepinace budou umistény v Sesti lokalitach v ramci CR.

2. Obecna ustanoveni a definice pojmu

2.1. Neni-li explicitné ureno jinak, vSechny pozadavky této zadavaci dokumentace (vCetné

vykonnostnich) musi byt spIinény v jediné provozni konfiguraci, tj. sou¢asné.

2.2. Neni-li pozadovano touto technickou dokumentaci jinak, vSechny dodané komponenty musi
byt osazeny jako funkéni celek. Dale musi byt zalicencovany, je-li k jejich provozu nutna
nebo pozadovana licence. Neni-li explicitné uvedeno jinak, licence pro provoz zafizeni nesmi
byt Casové ani kapacitné omezena (tj. zafizeni musi byt mozno provozovat po dobu zaruky i
po uplynuti zaru€ni doby v plné nabidnuté kapacité).

2.3. V nasledujicim textu jsou pouzity tyto definice, zkratky a pojmy:

2.3.1. 1GE — 1Gb/s Ethernet.

2.3.2. 10GE - 10Gb/s Ethernet.

2.3.3. 25GE - 25Gb/s Ethernet.

2.3.4. 40GE — 40Gb/s Ethernet.

2.3.5. 100GE - 100Gb/s Ethernet.

2.3.6. 200GE - 200Gb/s Ethernet.

2.3.7. 400GE - 400Gb/s Ethernet.

2.3.8. 400GBASE-ZR+ 0dBm transceiver — 400Gb/s koherentni laditelny DWDM transceiver
se zvySenym vysilacim vykonem alespori 0dBm (typicky oznalovany jako High-
Power/Bright) podporujici rizné typy modulaci (16QAM, 8QAM, QPSK ...), razné
rychlostni rezimy (400Gb/s, 300Gb/s, 200Gb/s a 100Gb/s) a minimalné OFEC
korekci chyb.

2.3.9. SRv6 — Segment Routing pfes IPv6.

2.4. Pro vylou€eni pochybnosti zadavatel uvadi, Ze ke zménam technické specifikace
deklarovanych parametru libovolného nabizeného zafizeni (napf. aktualizace datového listu
vyrobcem zafizeni), které nastanou po skoncéeni Ih(ty pro podani nabidek, se nepfihlizi.
PInéni zakazky se Fidi parametry nabidky a poZadavky zadavaci dokumentace.
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3. Pozadavky na DCI prepinace a jejich prislusenstvi
3.1. PoZadavky na DCI pfepinace
3.1.1. V8echny sitové prvky musi byt ve standardnim rackovém provedeni. Prvky musi byt
schopny trvalého provozu v systému teplé a studené ulicky.
Uvedte, zda nabidka splfiuje poZadavek [ANO/NE]: ano
3.1.2. V8echny porty (1j. i porty, které pfesahuji poCet poZadovany touto dokumentaci) viech
dodanych prepinact musi byt pokryty licenci (pro vSechny pozadované parametry),
ktera musi zajistit funkcionalitu téchto portd po neomezenou dobu. PoZzadovana

funkcionalita DCI pfepinace je popsana v tabulce v tomto bodu. DCI pfepinate musi
podporovat:

V poslednim sloupci vpravo uvedte, zda nabidka pozadavek splfiuje [ANO/NE], popf.
pfislusny parametr:

Hardware Zpusob Doplni
spinéni uchazeé
pozadavku
Neblokujici architektura. MozZnost sou¢asného vyuziti plné ano ano
kapacity vSech portll v obou smérech. V zadném pfipadé
neni povoleno pouziti oversubscription.
Redundantni hot-swap AC zdroje. ano ano
Hot-swap vétraky. ano ano
Port side exhaust airflow. ano ano
Podpora portt 400/200/100GE se standardnim fyzickym ano ano
rozhranim QSFP-DD/QSFP56/QSFP28 bez rozpletu.
Minimalné podporované typy 400GE transceiveru ano ano
400GBASE: -LR4, -FR4, -DR4, -ZR, -ZR+, -ZR+ 0dBm a -
AOC.
Minimalné podporované typy 100GE transceiveru ano ano
100GBASE: -LR4, - CWDM4, -SR4, -SR-Bidi a -AOC.
Kazdy 400GE port musi byt osaditelny rozpletem alespon pro ano ano
4x100GE s podporou softwarové konfigurace.
Minimalni pocet 400GE porta. 30 32
Zpusob Doplni
L2 funkcionalita splnéni uchazeé¢
pozadavku
Velikost tabulek MAC adres: minimalné 60 000 zaznamu. ano ano,
1 000 000
Moznost pouziti minimalné 3800 VLAN s Cislovanim od 1 do ano ano
4094.
Podpora Rapid STP — MST podle 802.1s a 802.1w ano ano
minimalné pro 16 instanci. Nezbytna je moznost filtrovani
BPDU, Root Guard a Loop Guard.
Podpora 802.1Q na vSech portech. ano ano
Podpora jumbo ramcl na vSech portech minimalné 9000 ano ano,
byta. 9216B
Moznost agregace nejméné 8 portll do jednoho kanalu podle ano ano
802.3ad staticky i se signalizaci LACP. P¥i pouziti LACP je
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nutné porty zablokovat pokud prot&jsi strana nepouziva
LACP také. Moznost agregace portu pres dva fyzické
prepinace. Pocet logickych kanall musi byt roven nejméné
poctu portl prepinace.

IGMP snooping v2 a v3. ano ano
MLD snooping v2. ano ano
FHS (First Hop Security). Pro IPv4 minimalné DHCP ano ano
snooping, Dynamic ARP Inspection a IP Source Guard. Pro
IPv6 minimalné Router Advertisement Guard a DHCPv6
Guard.
L3 funkcionalita Zpusob Doplni
spinéni uchazeé
pozadavku
IPv4 i IPv6 unicast a multicast routing. ano ano
Velikost tabulek pro IPv4: minimalné 100 000 zaznamd. ano ano,
1153 000
Velikost tabulek pro IPv6: minimalné 50 000 zaznamd. ano ano,
628 000
PIna podpora IPv4 i IPv6 protokolu. Nutna je podpora pro ano ano
pouziti nejméné 512 smérovacich tabulek (VRF) u obou
protokold.
Smérovaci protokol BGPv4 pro IPv4 i IPv6. Nezbytna je ano ano
moznost filtrovani, nastavovani parametru (local-preference,
metriky, komunity, ...) pfijimanych i propagovanych prefixt
podle IPv4/IPv6 adres, Cisla AS a komunity.
Podpora ¢&isel autonomnich systémua (ASN) o velikosti 4 byte. ano ano
Podpora BGP multipath (ECMP), minimalné 4 cesty. ano ano
Podpora nékterého FHRP (First Hop Redundancy Protocol — ano ano
HSRP, VRRP, GLBP, ...) pro IPv4 i IPv6.
Podpora DHCP pro IPv4 i IPv6. Moznost preposilani DHCP ano ano
ramcu do jiné IPv4/IPv6 sité.
Podpora MTU na L3 rozhranich o velikosti minimalné 9000 ano ano
byta.
Moznost filtrovani protékajiciho IPv4 i IPv6 provozu na ano ano
vstupu i na vystupu.
IPv4 i IPv6 PIM. ano ano
IPv4 IGMP. ano ano
IPv6 MLD. ano ano
QoS umozniujici upfednostnéni urcitého typu provozu, ano ano
definice Sifky pasma pro urcité typy provozu a zajisténi
dostupnosti managementu i pfi zcela vytizenych linkach.
Kontrola unicast RPF (Reverse Path Forwarding) pro IPv4 i ano ano
IPV6.
Podpora VXLAN. ano ano
Automaticka detekce velkych a dlouhotrvajicich toku dat ano ano

(Elephants flow)s moznosti automaticky upfednostnit malé
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toky dat (Mice flow), které trvaji kratkou dobu. Malé toky dat
by mély byt vyfizeny rychle i za cenu ¢asteéného zpomaleni
velkého toku dat.

Podpora protokolu BGP s autentizaci TCP-AO. ano ano
Minimalné 4000 vstupnich ACL pravidel. ano ano
Minimalné 4000 vystupnich ACL pravidel. ano ano
Podpora Ethernet VPN (EVPN) Zpusob Doplni
splnéni uchazec¢
pozadavku
Ethernet VPN (EVPN) s BGP control plane nad VXLAN data ano ano
plane (BGP EVPN/VXLAN).
EVPN Route Type 2 (MAC/IP Advertisement Route), Route ano ano
Type 3 (Inclusive Multicast Ethernet Tag Route) a Route
Type 5 (IP Prefix Route).
Hardwarova akcelerace pro VXLAN gateway/VTEP data ano ano
plane.
VXLAN bridging. ano ano
Vzajemné smérovani mezi podsitémi v EVPN prostfedi pro ano ano
IPv4/IPv6 (inter-subnet/VXLAN routing).
Podpora SRv6 Zpusob Doplni
splnéni uchazec¢
pozadavku
Globalni transport IPv4 a IPv6 pfes SRv6. ano ano
L3VPN prfes SRv6 pro IPv4 a IPv6 VPN. ano ano
Rizeni provozu v SRv6 komunikaéni infrastruktufe (SRv6 ano ano
Traffic Engineering).
Podpora SRv6 OAM. ano ano
Interoperabilita mezi VXLAN a SRv6 (typicky import ano ano
smérovacich informaci z/do L3VPN SRv6 do/z EVPN
VXLAN).
ISIS s podporou rozSifeni pro SRv6. ano ano
Odolnost vuci porucham s rychlou konvergenci pro obecnou ano ano
sitovou topologii SRv6.
Podpora vzajemného propojeni logické komunikacni ano ano
infrastruktury riiznych datovych center (DCI) skrz SRv6
paterni sit'.
Management Zpusob Doplni
splnéni uchazeé
pozadavku
Sprava z pfikazové fadky se zabezpelenym pfistupem ano ano

(SSH) s moznosti definovat seznam IPv4/IPv6 adres, ze
kterych bude povolen pfistup.

U SSH musi byt podporovano Sifrovani AES-CTR a MAC
SHA2.

V pripadé pfistupu pfes HTTPS musi byt podporovano min.
TLS 1.2.

Priloha €. 1 Zadavaci dokumentace
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|} | EmE u
MozZnost spravy pres lokalni konzoli. ano ano
Podpora SNMP v2c i v3 s moznosti definice seznamu IP ano ano
adres pro pouziti komunity nebo uzivatelskeého jména. Pres
SNMP musi byt dostupné informace o systému a vSech
rozhranich. U rozhrani musi byt dostupné informace o stavu
rozhrani. Dale o pfenesenych bytech, pfenesenych paketech,
zahozenych paketech a chybovosti v obou smérech.
Moznost exportovat informace o pfenesenych datech (IPFIX, ano ano
NetFlow v9 nebo vyssi, SFlow, ...).
Moznost ulozeni konfigurace v editovatelné formé na server. ano ano
Moznost nacteni pfipravené nebo zazalohované konfigurace
Ze serveru.
Ukladani informaci o udalostech na vzdaleny syslog server a ano ano
lokalné do paméti nebo na lokalni médium.
Moznost zrcadleni provozu lokalné i vzdalené. ano ano
Ochrana proti pretizeni procesoru nezadoucim provozem. ano ano
Podpora LLDP (Link Layer Discovery Protocol). ano ano
Podpora NTP (Network Time Protocol), klient/server. ano ano
Podpora PTP (Precision Time Protocol). ano ano
Podpora programovatelnosti prostfednictvim ano ano
NETCONF/YANG.
Podpora telemetrie pro real-time streaming stavovych a
statistickych informaci (interface counters, interface status, ano ano
BGP neighbor state, VLANs apod.).

3.2. Pozadované prislusenstvi DCI prepinacl je popsano v tabulkach v
dodané transceivery musi byt pokryty licenci (pro vSechny pozadované

kapacitnimi licencemi smérovacu fady Cisco ASR9000 na urovni Adva

tomto bodu. VSechny
parametry), ktera musi
zajistit jejich funkcionalitu po neomezenou dobu. Zadavatel disponuje pFenositelnymi
ntage a Cisco 8000 na

urovni Essentials. Pozadované typy transceiveru jsou rozdéleny do nasledujicich skupin:

3.2.1. Transceivery poptavanych DCI prepinac

Transceivery DCI prepinacu Zpusob Doplni uchazeé¢
splnéni
pozadavku

Pocet 400GBASE-LR4 transceiveru. 6 kusu 6 kusu
QDD-400G-LR4-S=

Pocet 400GBASE-FR4 transceiverd. 36 kusU 36 kus
QDD-400G-FR4-S=

Pocet 400GBASE-ZR+ 0dBm transceiveru. 18 kusu 18 kusu
DP04QSDD-HEO=

3.2.2. Transceivery kompatibilni s existujicimi hardwarovymi platformami Cisco ASR9000 a

Cisco 8000, do nichz budou poptavané DCI prepinace pfipojeny.

Transceivery kompatibilni s Cisco ASR9000 a Zpusob
Cisco 8000 spinéni
pozadavku

Doplni uchazeé¢

Priloha €. 1 Zadavaci dokumentace
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u HEENR .
Pocet 400GBASE-LR4 transceiverd. 6 kusu 6 kusu
QDD-400G-LR4-S=
Pocet 400GBASE-ZR+ 0dBm transceiverd. 6 kusu 6 kusu
DP04QSDD-HEO=

4. Akceptaéni testy

4.1. Po dodavce DCI prepinacl pozaduje zadavatel v ramci zkuSebniho provozu proveést

akceptacni testy (viz téz pfiloha &. 2 zadavaci dokumentace - navrh Kupni smlouvy).
Veskeré potfebné konfigurace DCI prepinacli budou pro potfeby akceptacnich testu
provadét zastupci Uc€astnika (dodavatele) podle konkrétnich pozadavku zadavatele. Tyto
testy budou minimalné zahrnovat:

4.1.1. Ovéfeni funkci a vlastnosti dodanych zafizeni a komponent v souladu
s deklarovanymi parametry v nabidce vybraného dodavatele (typicky napf. funkénost
pfimych DCI propoju vyuzivajicich 400GBASE-ZR+ 0dBm transceivery skrz realné
trasy DWDM systému sité CESNET3),

4.1.2. Ovéfeni funk&nosti managementu, komunikacnich protokoll a interoperability s
dotéenou stavajici komunikacni infrastrukturou (napf. podpora EVPN a SRv6,
zejména vzajemného DCI propojeni logické komunikaéni infrastruktury rdznych
datovych center skrz SRv6 pateini sit CESNET3).

4.2. Vramci akceptace zadavatel predpoklada namatkové otestovani deklarovanych vlastnosti
nabizenych DCI pfepinacli a mlze otestovat jakykoliv jejich pocet. Testovani bude trvat max.
30 pracovnich dni od podpisu pfedavaciho protokolu (dodaciho listu).
4.3. Vramci _akceptacnich testd bude zadavatel ovéfovat zejména  nasledujici
funk&nosti/parametry:
Testovana funkénost/parametr Vysledek testu | Poznamka
e OK
e Hodnota
e Omezena
funkénost
o Nefunkéni
1 | Ovéfeni napéjecich zdroju.
2 | Ovéreni funk&nosti ventilator(.
3 | Systém nabéhne bez chyb a zafizeni je
jako celek funké&ni.
4 | Lze se pfipojit na rozhrani pro spravu
zafizeni.
5 | 400GBASE-ZR+ 0dBm transceiver je
kompatibilni s pfepinatem, zobrazi se
korektné v inventarizaci zafizeni.
7 |400GBASE-ZR+ 0dBm transceiver v
prepinaci navaze spojeni s druhym
400GBASE-ZR+ 0dBm transceiverem v
existujicim smérovaci Cisco ASR9903
Priloha €. 1 Zadavaci dokumentace 6/7
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nebo Cisco 8201 skrz existujici DWDM
systém CESNETu.

Napf. parametry optického okruhu Praha
— Ostrava dle simula¢niho nastroje jsou
nasledujici:

1. OSNR: 22.8 dB (pro 16QAM

modulaci, rychlost 400 Gb/s).

2. Chromaticka disperze: 13197
ps/nm.
RX -12dBm/TX 0dBm.
Differential Group Delay: 5.00 ps.
POSTFEC BER: 0.0E+00.
Délka: 550 km.

ok w

Zadavatel si vSak zaroven vyhrazuje moznost ovéreni jakéhokoliv jiného parametru poZzadovaného
v zadavaci dokumentaci (v této pfiloze).

5. RozSitena zaruka véetné primé podpory vyrobce a pozarucni servis

Zadavatel v ramci této vefejné zakazky pozaduje rovnéz poskytnuti rozSifené zaruky, véetné
zajisténi pfimé podpory vyrobce, a rovnéz moznost (opci) vyzadat si po skonéeni zaruky i
pozarucni servis se stejnymi parametry jako v ramci zaruky. Detailni specifikace pozadavku
zadavatele na tyto sluzby je uvedena v pfiloze & 2 zadavaci dokumentace — zavazném
navrhu Kupni smlouvy (zejm. odst. 1.1.2. navrhu smlouvy).

Priloha €. 1 Zadavaci dokumentace 717
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Oznaceni Popis komponenty ks Cena/ks Cena/Celkem
N9K-C9332D-GX2B Nexus 9300 Series, 32p 400G Switch 12 336 133 K¢ 4033596 K¢
Servisni sluzby Podpora ST_LINBD: N9K-C9332D-GX2B, 60 mésicll 12 310117 K¢ 3721404 K¢
NXOS-AD-XF2 NX-OS Advantage license for Nexus 9300 (XF2 10G+) Platforms 12 900 061 K¢ 10 800 732 K¢
Servisni sluzby Podpora NXOS-AD-XF2, 60 mésicl 12 423 376 K¢ 5080512 K¢
DCN-OTHER Select if this product will NOT be used for Al Applications 12 0 K¢ 0 K¢
MODE-NXOS Mode selection between ACl and NXOS 12 0 K¢ 0 K¢
NXK-AF-PE Dummy PID for Airflow Selection Port-side Exhaust 12 0 K¢ 0KE
NXK-ACC-KIT-1RU Nexus 3K/9K Fixed Accessory Kit, 1RU front and rear removal 12 0 K¢ 0 K¢
NXA-SFAN-35CFM-PE Nexus Fan, 35CFM, port side exhaust airflow /w EEPROM 72 0 K¢ 0 K¢
NXA-PAC-1500W-PE Nexus 1500W PSU port-side Exhaust 24 0 K¢ 0 K¢
CAB-TA-EU Europe AC Type A Power Cable 24 0Ke 0 K¢
C1-SUBS-OPTOUT OPT OUT FOR "Default" DCN Subscription Selection 12 0 K¢ 0KE
NXOS-CS-10.5.1F Nexus 9300, 9500, 9800 NX-OS SW 10.5.1 (64bit) Cisco Silicon 12 0 K¢ 0 K¢
Mezisoucet bez DPH 23636 244 K¢
|QDD—400G—LR4—S= 400G QSFP-DD Transceiver,400GBASE-LR4,SMF Duplex LC,10km 6 65 309 K¢ 391 854 K¢
Mezisoucet bez DPH 391854 K¢
|QDD—400G—FR4—S= 400G QSFP-DD Transceiver,400G-FR4,Duplex LC,2km Duplex SMF 36 42 451 K& 1528 236 K¢
Mezisoucet bez DPH 1528 236 K¢
|QDD—400G—LR4—S= 400G QSFP-DD Transceiver,400GBASE-LR4,SMF Duplex LC,10km 6 65 309 K¢ 391854 K¢
Mezisoucet bez DPH 391854 K¢
DP04QSDD-HEO QSFP-DD 400G-ZR+ High TX Power DCO Pluggable - C-Band 18 92 662 K¢ 1667 916 K&
Servisni sluzby Podpora SNT: DP04QSDD-HEO, 60 mésic(i 18 126 766 K¢ 2281788 K¢
DP04QSDD-HEO QSFP-DD 400G-ZR+ High TX Power DCO Pluggable - C-Band 92662 K¢ 555972 K¢
Servisni sluzby Podpora SNT: DP04QSDD-HEO, 60 mésic(l 126 766 K¢ 760 596 K¢
DCO-100G-RTU 100G Digital Coherent Optic RTU - NCS540(LG),5500, 8K and 9K 24 35455 K¢ 850 920 K¢
Servisni sluzby Podpora DCO-100G-RTU, 60 mésict 24 24806 K¢ 595 344 K¢
Mezisoucet bez DPH 6712536 K¢
Implementace implementacni prace v MD 20 16 000 K¢ 320 000 K¢
Mezisoucet bez DPH 320 000 K¢
ServisceDesk PWS - Help Service Desk, 60 més 1 390 000 K& 390 000 K&
Mezisoucet bez DPH 390 000 K¢
ServisceDesk PWS - Help Service Desk, 12 més 1 78 000 K¢ 78 000 K&
Mezisoucet bez DPH 78 000 KE
Servisni sluzby Podpora ST_LINBD: N9K-C9332D-GX2B, 12 mésicil 12 62 023 K& 744 276 K¢
Servisni sluzby Podpora NXOS-AD-XF2, 12 mésicl 12 84675 KE 1016 100 K&
Servisni sluzby Podpora SNT: DP04QSDD-HEOQ, 12 mésicl 24 25 353 K& 608 472 K¢
Servisni sluzby Podpora DCO-100G-RTU, 12 mésicll 24 4961 KE 119064 K¢
Mezisoucet bez DPH 2487912Keé
Celkem bez DPH 35936 636 KE
DPH 21% 7546 694 K¢
Celkem s DPH 43483 330 K¢
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Product overview

The Cisco Nexus 9300-GX2 Series switches address the need for high-performance, power-efficient, compact
switches in the networking infrastructure. These switches are optimized for supporting large network fabrics due

to their compact size and high density. These ports support various speeds and breakouts, and offer wire-rate
MACsec encryption.

© 2024 Cisco and/or its affiliates. All rights reserved. Back to TOp 2
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Switch model detail

The Cisco Nexus 9364D-GX2A is a 2-rack-unit (2RU) switch that supports
51.2 Tbps of bandwidth and 8.35 bpps across 64 fixed 400G QSFP-DD
Bk i ports and 2 fixed 1/10G SFP+ ports (Figure 1). QSFP-DD ports also support

Figure 1. Cisco Nexus 9364D-GX2A switch  native 200G (QSFP56), 100G (QSFP28), and 40G (QSFP+). Each port can

also support 4 x 10G, 4 x 25G, 4 x 50G, 4 x 100G, and 2 x 200G breakouts.

The first 16 ports, marked in green, are capable of wire-rate MACsec

encryption. This switch is best suited to support massive scale-out fabrics

as a compact, high-density spine.

The Cisco Nexus 9348D-GX2A is a 2-rack-unit (2RU) switch that supports
38.4 Tbps of bandwidth and 8.35 bpps across 48 fixed 400G QSFP-DD
ports and 2 fixed 1/10G SFP+ ports (Figure 2). QSFP-DD ports also support
Figure 2. Cisco Nexus 9348D-GX2A switch  native 200G (QSFP56), 100G (QSFP28), and 40G (QSFP+). Each port can
also support 4 x 10G, 4 x 25G, 4 x 50G, 4 x 100G, and 2 x 200G breakouts.
All 48 ports are capable of wire-rate MACsec encryption. This switch

is best suited to support massive scale-out fabrics as a compact, high-
density spine.

The Cisco Nexus 9332D-GX2B is a compact form-factor 1-rack-unit (1RU)
switch that supports 25.6 Tbps of bandwidth and 4.17 bpps across 32 fixed
400G QSFP-DD ports and 2 fixed 1/10G SFP+ ports (Figure 3). QSFP-DD
ports also support native 200G (QSFP56), 100G (QSFP28), and 40G
(QSFP+). Each port can also support 4 x 10G, 4 x 25G, 4 x 50G, 4 x 100G,
and 2 x 200G breakouts. The last 8 ports, marked in green, are capable of
wire-rate MACsec encryption.

Figure 3. Cisco Nexus 9332D-GX2B switch

Back to Top 3
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Product highlights

The Nexus 9300-GX2 Series switches are compact switches for next-generation leaf and spine networks. Here are
the key details:

Performance and efficiency: These switches deliver fast data processing with low latency, making them
ideal for environments where speed is critical. They are energy-efficient, reducing power consumption and
operational costs, benefits for both the environment and an organization’s bottom line.

Flexible and scalable: Organizations can easily add more connections and support faster network speeds
without replacing the entire system. The switches also make network management simpler, allowing quick
adjustments to meet changing demands.

Observability and control: The Nexus Dashboard Data Broker provides complete observability into the network,
helping customers identify and mitigate security threats, remediate performance bottlenecks, adhere to

data compliance, and gain insight into capacity planning operations. This feature enhances the control and
management of the network infrastructure.

Advanced operating system: The Cisco NX-OS Software operating system is purpose-built and modular, with a
dedicated process for each routing protocol. This design isolates faults and increases availability, enhancing the
reliability of the system.

Comprehensive support: The switches support a wide range of protocols and infrastructures, including Cisco
ACI, Cisco NX-OS VXLAN EVPN, Cisco IP Fabric for Media, Cisco Nexus Dashboard Data Broker, and IP routed
or Ethernet switched Layer-2 fabrics. This support allows for a flexible and adaptable network architecture.

Back to Top 4
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Cisco Nexus 9364D-GX2A

Cisco Nexus 9348D-GX2A

Cisco Nexus 9332D-GX2B

Physical

Power and
cooling

64-port 400G QSFP-DD
ports and 2-port 1/10G
SFP+ ports

Buffer: 120MB

System memory: 32GB
SSD: 128GB

USB: 1 port

RS-232 serial console
ports: 1

Management ports: 2 (1 x
10/100/1000BASE-T and 1
x 1-Gbps SFP)

CPU: 6 cores Weight
without power supplies or
fans: 58lbs (26.3kg)

Power: 3200W AC

Input voltage: 100 to 240V
AC Hot-swappable, 4 fans,
3+1 redundancy

Frequency: 50 to 60 Hz (AC)

Efficiency: 90% or greater
(20 to 100% load) Port-side
intake

Typical power: 1324 W
Maximum power: 3000 W

48-port 400G QSFP-DD
ports and 2-port 1/10G
SFP+ ports

Buffer: 120MB

System memory: 32GB
SSD: 128GB

USB: 1 port

RS-232 serial console
ports: 1

Management ports: 2 (1 x
10/100/1000BASE-T and 1
x 1-Gbps SFP)

CPU: 6 cores Weight
without power supplies
and fans: 51.2lbs (23.2kg)

Power: 3200W AC

Input voltage: 100 to 240V
AC Hot-swappable, 4 fans,
3+1 redundancy

Frequency: 50 to 60 Hz (AC)

Efficiency: 90% or greater
(20 to 100% load) Port-side
intake

Typical power: 1380 W
Maximum power: 3124 W

32-port 400G QSFP-DD
ports and 2-port 1/10G
SFP+ ports

Buffer: 120MB

System memory: 32 GB
SSD: 128GB

USB: 1 port

RS-232 serial console
ports: 1

Management ports: 2 (1 x
10/100/1000BASE-T and 1
x 1-Gbps SFP)

CPU: 4 cores Weight
without power supplies
and fans: 28Ibs (12.7kg)

Power: 1500W AC

Input voltage: 100 to 240V
AC Hot-swappable, 6 fans,
5+1 redundancy

Frequency: 50 to 60 Hz (AC)

Efficiency: 90% or greater
(20 to 100% load) Port-side
intake and exhaust

Typical power: 638 W
Maximum power: 1442 W

Back to Top 5
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Environmental

Switch model

Switch mode
support

Physical (H x W x D): 3.45
X 17.3 x 29.78 in. (876x
43.94 x 75.65 cm)

Acoustics: 78 dBA at 50%
fan speed, 86.4 dBA at
70% fan speed, and 95.2
dBA at 100% fan speed

Operating temperature: 32
to 104°F (0 to 40°C)

Nonoperating (storage)
temperature: -40 to 158°F
(-40 to 70°C)

Humidity: 5 to 95%
(noncondensing)

Altitude: 0 to 13,123 ft (0 to
4000m)

Mean time between failure
(MTBF): 216,590 hours

64 x 400-Gbps QSFP-DD
and 2 x 1/10-Gbps SFP+
ports

ACI spine: Yes
ACI leaf: Yes
NX-OS: Yes

Physical (H x W x D): 3.45
x 17.41 x 29.83 in. (8 76 x
44.23 x 75.76 cm)

Acoustics: 79.9 dBA at
50% fan speed, 87.6 dBA
at 70% fan speed, and 96.4
dBA at 100% fan speed

Operating temperature: 32
to 104°F (0 to 40°C)

Nonoperating (storage)
temperature: -40 to 158°F
(-40 to 70°C)

Humidity: 5 to 85%
(noncondensing)

Altitude: 0 to 13,123 ft (0 to
4000m)

Mean time between failure
(MTBF): 125,780 hours

48 x 400-Gbps QSFP-DD
and 2 x 1/10-Gbps SFP+
ports

ACI spine: Yes
ACI leaf: Yes
NX-0S: Yes

CIsCO

Physical (Hx W x D): 1.72 x
17.3 x 23.9in. (44x439x
60.8 cm)

Acoustics: 71.1 dBA at
50% fan speed, 81.2 dBA
at 70% fan speed, and 88
dBA at 100% fan speed

Operating temperature: 32
to 104°F (0 to 40°C) with
port-side intake

32 to 82°F (0 to 28°C) with
port-side exhaust

Nonoperating (storage)
temperature: -40 to 158°F
(-40 to 70°C)

Humidity: 5 to 95%
(noncondensing)

Altitude: 0 to 13,123 ft (O to
4000m)

Mean time between failure
(MTBF): 211,310 hours

32 x 400-Gbps QSFP-DD
and 2 x 1/10-Gbps SFP+
ports

ACI spine: Yes
ACI leaf: Yes
NX-0OS: Yes

Back to Top
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Performance and scalability

Nexus 9300-GX2A Series switches Nexus 9300-GX2B Series switches

Number of slices

Maximum number of Pv4
Longest Prefix Match (LPM)
routes*

Maximum number of IPv4 host
entries*

Maximum number of IPv6
Longest prefix match (LPM)
routes*

Maximum number of IPv6 host
entries

Maximum number of MAC
address entries*

Maximum number of multicast
routes

Number of Internet Group
Management Protocol (IGMP)
snooping groups

Maximum number of
Access-Control-List (ACL)
entries

4 slice-pairs

1 million

1 million

500K

1 million

500K

256,000

Maximum: 32,000

6000 ingress/slice
3000 egress/slice

Max: 48,000 ingress, 24,000
egress

2 slice-pairs

2 million

2 million

1 million

2 million

1 million

256,000

Maximum: 32,000

6000 ingress/slice
3000 egress/slice

Max: 24,000 ingress, 12,000
egress

Back to Top
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Licensing

Licenses are managed through Cisco smart accounts. For a more detailed overview on Licensing, go to Cisco
ftware Licensing and Smart A n

Creating Smart Accounts by using the Cisco Smart Software Manager (Cisco SSM) enables you to order devices
and licensing packages and manage your software licenses from a centralized website. You can set up Cisco SSM
to receive daily email alerts and to be notified of expiring add-on licenses that you want to renew.

You must order an add-on license in order to purchase a switch. When the license term expires, you can either
renew the add-on license to continue using it or deactivate the add-on license and then reload the switch to
continue operating with the base license capabilities.

Both the base and add-on licenses are also available for a 90-day evaluation period. An evaluation license is
activated temporarily, without purchase. An expired evaluation license cannot be reactivated after reloading.

Required licensing

There are three tier choices for software subscription: Essentials, Advantage, Premier, each with license term of
3-year, 5-year, and 7-year. For feature information, go to Ci D nter Networkin ftwar

Cisco Enterprise Agreement

The Cisco Enterprise Agreement (EA) is a flexible licensing solution that simplifies the purchase, management,
and deployment of Cisco technologies. By combining multiple Cisco software and services into one agreement,
the EA provides easy access to a wide range of products, including networking, security, collaboration, and data
center solutions. This approach reduces administrative tasks, offers predictable costs, and allows for scalability
and adaptability. With the Cisco EA, organizations can drive digital transformation and innovation while maintaining
control over their IT investments. For information, go to Ci Enterpri

Back to Top 8
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Ordering information

It’s required to purchase supported optics pluggable for each hardware model of the Nexus 9300 GX2. For details
on the optical modules available and the minimum software release required for each supported optical module

model, go to Cisco Optics-to-Device Compatibility Matrix.

Hardware

N9K-C9364D-GX2A Cisco Nexus 9364D-GX2A Switch with 64p 400/100-Gbps QSFP-DD
ports and 2p 1/10 SFP+ ports

N9K-C9348D-GX2A Cisco Nexus 9348D-GX2A Switch with 48p 400/100-Gbps QSFP-DD
ports and 2p 1/10 SFP+ ports

N9K-C9332D-GX2B Cisco Nexus 9332D-GX2B Switch with 32p 400/100-Gbps QSFP-DD
ports and 2p 1/10 SFP+ ports

Fan options
_
NXASFAN-160CFM2PI Cisco Nexus Fan, 160CFM, port-side intake airflow
NXA-SFAN-35CFM-PI Cisco Nexus Fan, 35CFM, port-side intake airflow

Power supply options

NXA-PAC-3200W-PI Cisco Nexus 3200W AC PS, port-side intake
NXA-PAC-1500W-PI Cisco Nexus 1500W AC PS, port-side intake
NXA-PAC-1500W-PE Cisco Nexus 1500W AC PS, port-side exhaust

© 2024 Cisco and/or its affiliates. All rights reserved Back to Top 9
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Power cords

NO-PWR-CORD

CAB-9K16A-BRZ

CAB-9K16A-KOR

CAB-AC-16A-AUS

CAB-AC-2500W-EU

CAB-AC-2500W-INT

CAB-AC-2500W-ISRL

CAB-AC-16A-CH

CAB-ACS-16

CAB-C19-CBN

CAB-IR2073-C19-AR

CAB-L520P-C19-US

CAB-AC-C19-TW

PWR-CORD10-IND

CAB-C2316-C19-IT

CAB-AC-2500W-US1

CAB-TA-250V-JP

CAB-TA-EU

No Power Cord Chosen

Power Cord 250VAC 16A, Brazil, Src Plug EL224-C19
Power Cord 250VAC 16A, Korea, Src Plug

Power Cord, 250VAC, 16A, Australia C19

Power Cord, 250Vac 16A, Europe

Power Cord, 250Vac 16A, International

Power Cord,250VAC,16A, Israel

16A AC Power Cord, China

AC Power Cord (Swiss) 16A

Cabinet Jumper Power Cord, 250 VAC 16A, C20-C19 Connectors
IRSM 2073 to IEC-C19 14ft, Argentina

“NEMA L5-20 to IEC-C19 6ft US

Power Cord, 250 V, 16A, C19, Taiwan, more

Power Cord, India, IEC60320/ C19, IS16A3, 7.0M Power Cord, India,
IEC60320/ C19, IS16A3, 7.0MHide

CEl 23-16 to IEC-C19 14ft, Italy

Power Cord 250VAC 16A, Japan and North America (nonlocking) 200-
240VAC operation

Japan 250V AC Type A Power Cable

Europe AC Type A Power Cable
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CAB-C15-CBN

CAB-TA-IN

CAB-TA-IS

CAB-C15-CBN-JP

CAB-C15-CBN-EURA

CAB-C15-CBN-CK

CAB-9K10A-EU

CAB-9K10A-SW

CAB-9K10A-AU

CAB-9K10A-IT

CAB-PWR-C15-CHN-A

© 2024 Cisco and/or its affiliates. All rights reserved

Cabinet Jumper Power Cord, 250 VAC 13A, C14-C15 Connectors

India AC Type A Power Cable

Israel AC Type A Power Cable

Japan Cabinet Jumper Power Cord, 250 VAC 12A, C14-C15

Cabinet Jumper Power Cord, 250 VAC 13A, C14-C15 Connectors

Cabinet Jumper Power Cord, 250 VAC 10A, C14-C15 Connectors

Power Cord, 250VAC 10A CEE 7/7 Plug, EU

Power Cord, 250VAC 10A MP232 Plug, SWITZ

Power Cord, 250VAC 10A 3112 Plug, Australia

Power Cord, 250VAC 10A CEI 23-16/VII Plug, Italy

Power Cord, C15, Black, 2.5m, 10A, China, more
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Appendix

Regulatory standards compliance

Products should comply with CE Markings according to directives 2004/108/EC and 2006/95/EC.

UL 60950-1 Second Edition « 47CFR Part 15 (CFR 47) Class A - EN55024

CAN/CSA-C22.2 No. 60950-1 - AS/NZS CISPR22 Class A - CISPR24
Second Edition

EN 60950-1 Second Edition - CISPR22 Class A - EN300386
IEC 60950-1 Second Edition - EN55022 Class A - KN 61000-4 series
AS/NZS 60950-1 - ICES003 Class A
GB4943 - VCCI Class A
EN61000-3-2
EN61000-3-3
KN22 Class A

CNS13438 Class A

RoHS

The product is RoHS-6 compliant with exceptions for leaded-Ball Grid-Array (BGA) balls and lead press-fit
connectors.

Warranty

The Cisco Nexus 9300 switch has a 1-year limited hardware warranty. The warranty includes hardware
replacement with a 10-day turnaround from receipt of a Return Materials Authorization (RMA). For further
information about warranty terms, visit www.cisco.com/go/warranty.

Back to Top 12
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Cisco Nexus 9000 Series
NX-0OS Release Notes

Release 10.5(1)F



Note: The documentation set for this product strives to use bias-free language. For the purposes of this
documentation set, bias-free is defined as language that does not imply discrimination based on age,
disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and
intersectionality. Exceptions may be present in the documentation due to language that is hardcoded in the
user interfaces of the product software, language used based on RFP documentation, or language that is
used by a referenced third-party product.

Introduction

This document describes the features, issues, and limitations of Cisco NX-OS software Release 10.5(1)F
for use on the Cisco Nexus 9000 Series switches.

_

August 15, 2024 Added the defect to CSCwj89973 to Resolved Issues section
July 31, 2024 Added the defect to CSCwh41388 to Resolved Issues section.
July 26, 2024 Release 10.5(1)F became available.

Note: When installing Cisco NX-OS software Release 10.5(1)F on N9K-C9504, N9K-C9508 and N9K-
C9516 modular chassis you must install SMU that address CSCwk42645.

C9516 - https://software.cisco.com/download/home/286195224/type/286278856/release/10.5(1)
C9508 - https://software.cisco.com/download/home/285956854/type/286278856/release/10.5(1)
C9504 - https://software.cisco.com/download/home/286195223/type/286278856/release/10.5(1)

Installation of the NXOS image and the SMU can be done at the same time by using “install all nxos <image
location> package <SMU filename>" command. For more details, see the Performing Software

Maintenance Upgrades guide.

Software Features

New Software Features

Feature Set system routing template- Beginning with Cisco NX-OS Release 10.5(1)F, system
I12-heavy -- Template routing template-12-heavy template is supported on
support on FX3 platforms  FX/FX2/FX3 platforms.

MAC learning disable at Beginning with Cisco NX-OS Release 10.5(1)F, MAC learning

VLAN level can be disabled at the VLAN level on the Cisco Nexus 9300-
FX/FX2/FX3/GX/GX2/H2R/H1 Series switches and Cisco
Nexus 9500 Series switches with 9700-EX/FX/GX line cards.

For more information, see Cisco Nexus 9000 Series NX-OS
Layer 2 Switching Configuration Guide, Release 10.5(x).
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Allow use of reserved
VLAN as ingress in the
VLAN mapping

Priority Flow Control (PFC)
QOS support on 9800
switches

EVPN over RFC5549 -
VXLAN Multisite

ePBR IPACL One-arm
endpoints

Service Chaining with
Security Groups

Exclude-L3-Proto in ECMP
hashing

Multi-thread support for
YANG subscribe

PIM Null register packing

UCMP (Unequal Cost Multi
Path) Load balancing with
BGP Extended Community
attributes

© 2024 Cisco and/or its affiliates. All rights reserved.

Beginning with Cisco NX-OS Release 10.5(1)F, VLANs 1-
4094 can be configured as the ingress VLAN for VLAN
mapping. Prior to Cisco NX-OS Release 10.5(1)F, VLAN
mapping supports VLANs 1-3967 as the ingress VLAN.

For more information, see Cisco Nexus 9000 Series NX-OS
VXLAN Configuration Guide, Release 10.5(x), and Cisco
Nexus 9000 NX-OS Interfaces Configuration Guide, Release
10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, Added
support to transport RDMA over Converged Ethernet (RoCE)
v2 protocols on Cisco Nexus N9K-C9800 switches.

For more information, see Cisco Nexus 9000 Series NX-OS
Quiality of Service Configuration Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, VXLAN EVPN
with RFC 5549 underlay is supported for multi-site
environments on Cisco Nexus 9000 Series switches.

For more information, see Cisco Nexus 9000 Series NX-OS
VXLAN Configuration Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, it is no longer
necessary to explicitly configure the reverse IP address for
one-arm service devices.

For more information, see Cisco Nexus 9000 Series NX-OS
ePBR Configuration Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, users can
redirect traffic flows between endpoints part of different
Security-Groups. With this release, there is support available
for redirection to 1 node only.

For more information, see Cisco Nexus 9000 Series NX-OS
VXLAN Configuration Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, the exclude-
I3-proto option is added to the ip load-sharing address
command to allow the exclusion of the IP protocol from
ECMP hashing during nexthop selection on Cisco Nexus
9300-GX2 Series switches.

For more information, see Cisco Nexus 9000 Series NX-OS
Unicast Routing Configuration Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, multi-thread
support for YANG subscribe is added.

Beginning with Cisco NX-OS Release 10.5(1)F, you can
configure Null-Register packing to send multiple multicast (S,
G)s in one Null-Register packet and reduce the packet
processing overhead in the PIM routers.

Beginning with Cisco NX-OS Release 10.5(1)F, DMZ Link
Bandwidth feature is introduced to load balance traffic
towards a BGP learnt route reachable through multiple
autonomous system exit links.
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Advertise Remote prefixes
with PIP as Next Hop
instead of VIP

Microsegmentation using
VXLAN Group Policy
Option: Enhancements

ECMP Dynamic Load-
Balancing (DLB) on Nexus
9000

e ECMP Static Pinning

e DLB Per packet load
balancing.

e VxLAN underlay -
Tunnel Multipath Table
on Cloudscale

© 2024 Cisco and/or its affiliates. All rights reserved.

Beginning with Cisco NX-OS Release 10.5(1)F, you can
configure BGW to advertise external EVPN type-5 routes with
PIP as next-hop and RMAC of PIP towards the fabric side.
With this configuration, BGW uses PIP instead of VIP for route
advertisement.

Beginning with Cisco NX-OS Release 10.5(1)F,
microsegmentation using VXLAN Group Policy Option will
support additional match criteria, VLAN range and analytics
for VXLAN packets carrying Group Policy Option. Support for
microsegmentation will be available on Cisco Nexus 9408
switches.

For more information, see Cisco Nexus 9000 Series NX-OS
VXLAN Configuration Guide, Release 10.5(x).

Until the current release, ECMP load balancing continues to
be done using a hash created from fields in the packet. Thus,
the load balancing decision is fixed based on values of the
fields used to generate the hash. However, from Cisco NX-
OS Release 10.5(1)F, along with the existing feature, the new
Layer 3 ECMP Dynamic Load Balancing (DLB) feature
provides support to efficiently load balance traffic depending
on the current state of utilization of the outgoing links.

The feature is supported with native layer 3, as well with
VXLAN.

The prominent features of Layer 3 ECMP DLB are as follows:
e Faster convergence during link failures.
e Maximize the utilization of available network paths.
e Provide redundancy in case of link or node failures.

e Minimize congestion by evenly spreading traffic
across all paths.

e Increase overall network performance without
needing additional or specialized infrastructure.

e Use Dynamic Rate Estimator (DRE)/DLB to allow
better traffic load balancing in the fabric.

e  Support static-pinning where a source port can be
pinned to a destination port which is part of a DLB
Enabled ECMP Group. All the flows from the source
port using a DLB ECMP group, which has the pinned
destination port as member, are sent to the pinned
destination port only.

This feature provides two modes of load balancing:

e The Flowlet Load Balancing (FLB) option provides for
load balancing at the flowlet level.

e The Per Packet Load Balancing (PLB) allows for
traffic being distributed across the available links in a
DLB ECMP and spread out, reducing the impact of
large or long-lived flows on network congestion.
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Enhanced Software Features

Beginning with Cisco NX-OS Release 10.5(1)F, added
support to enable Dynamic Load Balancing for underlay paths
for VXLAN tunnels, allowing for ECMP routing on Layer 3
interfaces.

For more information, see Cisco Nexus 9000 Series NX-OS
VXLAN Configuration Guide, Release 10.5(x).

The enhanced features that are listed below are existing features that are introduced in earlier releases, but
enhanced to support new platforms in Cisco NX-OS Release 10.5(1)F.

Feature Set QoS FEX show commands

show consistency-checker
storm-control brief and
detail option

Added details option to
show ipv4/ipv6 bgp
neighbor commands

NXOS Image management:
S1 image uplift

SMU Retry/Reload Switch
if SMU install Fails

© 2024 Cisco and/or its affiliates. All rights reserved.

Beginning with Cisco NX-OS Release 10.5(1)F, the show
interface priority-flow-control commands are enhanced to
display the PFC information for Cisco Nexus 9300-FX3 FEX
Host Interfaces (HIF).

For more information, see Cisco Nexus 9000 Series NX-OS
Quality of Service Configuration Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, the show
consistency-checker storm-control command is enhanced
to display brief and detail information.

For more information, see Cisco Nexus 9000 Series NX-OS
Troubleshooting Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, the show
bgp {ipv4 | ipv6} unicast neighbors commands are
enhanced to display brief and detail information.

For more information, see Cisco Nexus 9000 Series NX-OS
Unicast Routing Configuration Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, the 64-bit
Cisco NX-0OS image filename with “nxos64-cs” as the prefix
(for example, nxos64-cs.10.5.1.F.bin) is no longer supported
on Cisco Nexus 9800 switches. Instead, the 64-bit Cisco
NX-0S image filename with “nxos64-s1” as the prefix (for
example, nxos64-s1.10.5.1.F.bin) is supported and
mandatory on all Cisco Nexus 9800 series switches.

For more information, see Cisco Nexus 9000 Series NX-OS
Software Upgrade and Downgrade Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, if a SMU is
valid and compatible with the image and needs to be
activated, but fails to activate, the switch reloads
automatically.

For more information, see Cisco Nexus 9000 Series NX-OS
System Management Configuration Guide, Release 10.5(x).

For more information, see Cisco Nexus 3600 Switch NX-OS
System Management Configuration Guide, Release 10.5(x).

For more information, see Cisco Nexus 3548 Switch NX-OS
System Management Configuration Guide, Release 10.5(x).
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PID-specific SMUs

Logging 2.0 support for
callhome

PTP Time Distribution hold

IPv6 Underlay (IR) with
DCI-IR (IPv6)

Performance and Scalability Traffic analytics
enhancement

Reduced footprint for
Nexus 9300v and 9500v
image
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Beginning with Cisco NX-OS Release 10.5(1)F, you can
install PID-specific SMUs only on the PIDs they are meant for.

For more information, see Cisco Nexus 9000 Series NX-OS
System Management Configuration Guide, Release 10.5(x).

For more information, see Cisco Nexus 3600 Switch NX-OS
System Management Configuration Guide, Release 10.5(x).

For more information, see Cisco Nexus 3548 Switch NX-OS
System Management Configuration Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, logging 2.0
support for callhome is introduced for Smart Licensing using
Policy.

For more information, see Cisco Nexus 9000 and 3000 Series
NX-OS Smart Licensing Using Policy User Guide.

The PTP Time Distribution (TD) hold feature, introduced in
Cisco NX-OS Release 10.5(1)F, holds the time distribution
until a Boundary Clock node locks to the primary time source
and settles down to the target correction value.

For more information, see Cisco Nexus 9000 Series System
Management Configuration Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, added
support for Ingress Replication (IPv6) underlay in data center
fabric(DCI) for VXLAN EVPN, VXLAN EVPN Multi-Site, and
TRM Multi-Site features.

For more information, see Cisco Nexus 9000 Series NX-OS
VXLAN Configuration Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, the Traffic
Analytics (TA) feature is enhanced to support a higher
cadence for TA troubleshooting rules and provide granular
support for the TA feature by allowing filters at the interface
and VRF level.

For more information, see Cisco Nexus 9000 Series NX-OS
System Management Configuration Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, the footprint
of Nexus 9300v and 9500v Lite NX-OS image is reduced
from 10G to 6G For more information, see Cisco Nexus
9000v (9300v/9500v) Guide, Release 10.5(x).
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PTP high-correction
notification enhancement

Support for NBM and
Mcast NAT limits in ICAM

Security Group ACL
(SGACL) Feature
interaction support

Analytics (Software Fix telemetry source
Telemetry) interface granularity

Hardware Features

New Hardware Features

Cisco NX-OS Release 10.5(1)F does not include any new hardware features for the Cisco Nexus 9000

Series.

Enhanced Hardware Features

The following attributes are added to the PTP high-correction
notification:

e lastHighCorrectionMPD

e maxHighCorrectionTime
¢ maxHighCorrectionValue
¢ maxHighCorrectionMPD

For more information, see Cisco Nexus 9000 Series System
Management Configuration Guide, Release 10.5(x).

For more information, see Cisco Nexus 3600 Switch NX-OS
System Management Configuration Guide, Release 10.5(x).

For more information, see Cisco Nexus 3548 Switch NX-OS
System Management Configuration Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, iCAM support
is enabled for NBM and Multicast NAT.

For more information, see Cisco Nexus 9000 Series NX-OS
iCAM Configuration Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, Security
Group ACL (SGACL) feature support is provided for the ESI,
VXLAN-TE, VXLAN-PBR, CloudSec (DCI), and TRM features.

For more information, see Cisco Nexus 9000 Series NX-OS
Security Configuration Guide, Release 10.5(x).

Beginning with Cisco NX-OS Release 10.5(1)F, added
support for source interface for telemetry.

Cisco NX-OS Release 10.5(1)F does not include any new enhanced hardware features for the Cisco Nexus
9000 Series.

Unsupported Features on N9K-C92348GC-X

The following features are not supported on N9K-C92348GC-X in Cisco NX-OS Release 10.5(1)F.

EIGRP
RIP
Intersight
MPLS

Segment Routing

© 2024 Cisco and/or its affiliates. All rights reserved.
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o VXLAN

Release Image

In Cisco NX-OS Release 10.5(1)F, the following three 64-bit images are supported:

o The 64-bit Cisco NX-OS image filename with “nxos64-cs” as the prefix (for example, nxos64-
¢s.10.5.1.F.bin) is supported on all Cisco Nexus 9000 series switches except Cisco Nexus 9500 -R
and -R2 switches and Cisco Nexus 9800 switches.

o The 64-bit Cisco NX-0OS image filename with “nxos64-s1” as the prefix (for example, nxos64-
$1.10.5.1.F.bin) is supported and mandatory on all Cisco Nexus 9800 series switches.

o The 64-bit Cisco NX-0S image filename with " nxos64-msll” as the prefix (for example, nxos64-
msll.10.5.1.F.bin) is supported on Cisco Nexus 9000 Series -R and -R2 modular switches.

Note: The 32-bit image is no longer supported.

Open Issues

Click the bug ID to access the Bug Search Tool and see additional information about the bug.

CSCwi92756

CSCwj48097

CSCwj54742

CSCwj74973

CSCwk04817

CSCwk61156

CSCwk72984

CSCwk73210
CSCwk73989

CSCwk81195

Resolved Issues

NXOS - RFC5424 timestamp hour is shifted by local zone offset

The throughput displayed by ‘show policy-map interface ethernet x/y" outputs as " n/a bps" in
Nexus 9000

MGMT connectivity issues for N9K-C9336C-K1 & N9K-C9408 PIDs

10.5(1):N9K-C9364C-GX-gsa28:Some links not up when moved to 10.5(1) from pre-10.5(1) via ND
ISSU

10.5(1)N9K-C9364C-GX-gsa28:speed change on one port in that quad,flaps the other ports in that
quad

QinQ traffic disrupted after removing " switchport trunk allow-multi-tag” command
4x100g DR4 HBO/SBO, all 4 lanes are not up on LEM reload/power cycle
Private-vlans suspended on vpc primary side after switch bootup

port states are not consistent on LEM removal, optics removal, LEM insert, optics swap

BrightZR Breakout mode interface delayed linkup time to ~300 seconds

Click the bug ID to access the Bug Search Tool and see additional information about the bug.

CSCuw40579

inconsistent VRF output cli - sh ip proc vrf all when doing ISSU
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CSCvc85027
CSCwc19270

CSCwf96967

CSCwh39932
CSCwh41388
CSCwh55496

CSCwh84282

CSCwh90029

CSCwi06810
CSCwi07291
CSCwi16943

CSCwi20813

CSCwi21719
CSCwi21929
CSCwi27923
CSCwi32905
CSCwi42400
CSCwi42882
CSCwi42957
CSCwi44385
CSCwi44887
CSCwi46108
CSCwi50121
CSCwi52205
CSCwi55228
CSCwi56953

CSCwi58944
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"bfd-app" should not be spawned in production nodes

N93108TC-FX3P in FEX mode displayes incomplete port speed capabilities

" no layer3 peer-router syslog" or opposite not showing up in " show run"

N9300 fails to establish OSPF adjacency in non-vpc vlan with orphan port connected L3 device
FX3: system routing template-12-heavy is not supported on FX3 platforms

GX2 devices - Control plane/Stats gets struck intermittently

After reload of 93108TC-FX3P/N9K-C93108TC-FX3H random copper/RJ45 interfaces might not
come up

Error fetching entries from hardware -- forwarding 12 table utilization instance all
MAC address table doesn't change via GARP during MAC move

N9K snmp-server enable traps lldp lldpRemTablesChange duplicated after upgrade
Nexus 9k Interfaces go down (Link failure) after connecting SFP to Switch.

CSUSD Hap Reset on Nexus 9k When Adding Interface Breakout Config w/ N9K-X9400-16W
Linecard

Unicast traffic broken as broadcast/ARP being blackholed in FEX fabric ports

IPv6 ND NA packet dropped due to strict uRPF/UC_RPF_FAIILUR

Route-target representation of ASN4:NN in as-dot notation is not correct

SPAN To CPU:causing some of the traffic to hit the wrong queue

While Changing the IP of an interface using Netconf , it error's out

NOK crashes after an upgrade due to aclgos process

NX-OS IPv6 PTP Destination Multicast Uses Node-Local but should use Link-Local Scope
ssh -p 830 without subsystem accesses vsh

after upgrade from 9.3 to 10.2.6M " remove-private-as all" BGP configuration does not work
Support PTP on 100Mbps ports in NXOS

In satmgr , while handling sigchild signal may cause deadlock in malloc or other locked resources.
No error logs issued when using 1G speed on 10G interface

Increase CoPP policer for PTP to cover typical advertised scale

crash with ufdm process due mts buffer errors

Race condition between PMN, MRIB and PIM

Page 9 of 28


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc85027
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc19270
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwf96967
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh39932
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh41388
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh55496
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh84282
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh90029
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi06810
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi07291
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi16943
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi20813
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi21719
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi21929
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi27923
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi32905
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi42400
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi42882
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi42957
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi44385
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi44887
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi46108
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi50121
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi52205
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi55228
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi56953
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi58944

CSCwi59207
CSCwi59305
CSCwi59405
CSCwi60320
CSCwi61143
CSCwi61233
CSCwi63272
CSCwi63392
CSCwi63762
CSCwi64676
CSCwi65177
CSCwi66795

CSCwi67586

CSCwi68095
CSCwi70210
CSCwi70747
CSCwi71421
CSCwi71532
CSCwi73309
CSCwi74242
CSCwi75282
CSCwi75345
CSCwi78467
CSCwi78912
CSCwi79275
CSCwi80784

CSCwiB84148

© 2024 Cisco and/or its affiliates. All rights reserved.

N9K 10.3(3) - Unexpected reloads due to BGP process crashing with route dampening active
MAC address stays unlearned across Interfaces after Causing a Port-Security on another interface
N9k: Syslog %PLATFORM-2-PS_CAPACITY_CHANGE seen with NXA-PDC-2KW-PE

After running command 'tac-pac' the 'feature bash-shell' will be enabled

Route-map configuration defaults to sequence 10 if no sequence is specified

High Info interrupts trigger throttle logic resulting DMA starvation and CPU busy

Missing RNH notification for mstatic

BUM traffic drops after the DCI link on BGW has flapped

BGP metric in 'show ip bgp™ abnormally changed after upgrade

MTS pile up for Multiple process(L2FM/FIB/ARP) due to slow SDB writes

N9K: FEX HIF TX_FRM_ERROR do not relate to " output error" under " show interface"
Inconsistency between show interface int-id counters details all and NXAPI-REST output

Nexus 93108TC-FX3P in fex mode is dropping the traffic when a port-channel lacp interface goes
down

Incorrect behavior seen when configuring jumbo MTU on FEX PO

Netflow config is causing a crash if it is entered on a high number of vlans at the same time
Incorrect airflow and fan direction in PSU on N9K-C93360YC-FX2

Part of VRF RD value shows 0:0 although it is configured correctly.

laser shuts down even break link is enabled post peer link shutdown

Glean traffic not punt to CPU

More vlans are being consumed on outer_bd on 10.2(x) versions

NX-OS Does not process LLDP frames with VLAN-NAME TLV

n9k/eltm: traffic drop due to incorrect index programmed in some port-channels (po) after reload
CCTRL cored because of CDR Interrupts

Wrong trap value is being sent while performing FRU of PSU

NFM Core Crash When Adding Netflow Configuration to Nexus 9k

BFD went down after removing Vrf/Vlan config

Failed to restore macsec policy from PSS after upgrade from 9.2.1 to 9.3.13 to 10.3.4a
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VSH.bin process crashing due to bulk prefix-list config push with out sequence number defined.

During PTP sync process, the switch updates the clock identity field but keeps sending unsynced
time

show system internal acces-list globals displays negative value for remaining free size
Multicast (S,G) traffic dropped (hitting sg-rpf-failure exception)

Unable to see RBAC policy regex configuration in the running config.

VPC port-channel experiences extra flap and packet loss during LACP change

N9K FX3/GX Multicast MAC ACL hardware programming mistake, causes drop all ip traffic
Fabric Module reload due to ipfib process

all interfaces shown input/output rate as Opps on N9K FX2 platform

N9K-C93180YC-FX3: GNSS LED is red when GPS/GNSS antenna not connected and SyncE not
enabled

N9K-C93180YC-FX3: GNSS LED is red when GPS/GNSS antenna not connected and SyncE not
enabled

debug service-core [module <module>] sap <sap-id> frame-count <num> doesn't work
mNAT/SR interfaces lose Multicast Traffic while OIFs are added or deleted in an NBM Passive setup

Multicast load-balancing may not work with 'ip multicast multipath s-g-hash next-hop-based'
config

Fragmented ping6 is incrementing reasmok + reasmfail for working ping6
N9K-X9624D-R2: (*,G) for 224.0.1.129 causes PTP to stop being processed in hardware.

Multicast TX SPAN is not working across slices in all HAL platforms after ND-ISSU from 10.3(5)M to
10.4(3)F

Wrong dot1q private-vlan tag after LACP update

Special character '\" used as switch username cause nxapi calls to fail

RTP Flow Monitor bitrate not accurate

Need warning message when upgrading EPLD on N9500 that vPC can go down
NFP process reloaded unexpectedly after processing a config flow

N9K: Deleting interface vlan might cause MTU mis-programming on interfaces configured with high
MTU

QKD EFT : space between key and value

Restart SMU install operation will fail " " failed because could not get affected services".
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ACL resource utilization CLI is showing wrong values

N9K BGP route metric in RIB does not update after MED change when using Multipath
All traffic stops when ports with speed 2.5G/5G are oversubscribed

Port-security static mac configuration fail after L2VLAN RemoveAdd Trigger

VSH Crash when tunnel-encryption show command is used

N9K - Memory leak in tahusd process after EVPN uplink flap on FX3/GX/GX2/HX switch
Configuring Auto Neg on 25G 2.5M turns off fec, expected fec to be in fc-fec
Enhancing the design of vPC role election for improved resiliency

gRPC gNMI On-Change Telemetry Subscription for Sub-Interfaces Not Working

"link debounce link-up time xx" config disappear after performing conf replace

Nexus 9k Switch Reloads Due To TAHUSD process

VXLAN - Traffic to IP x.x.137.2 is wrongly intercepted by OAM Sup ACL

N9K - ePBR/PBR - Traffic sent to Incorrect NH

10.4(2) Locking Dynamic MAC Learning without configuring feature

BFD packet not hit the ACL entry as expected.

SSH login triggers TACACS " temporary failure in name resolution" after upgrade

NOK: Traffic redirected to Ethernet1/1 if PACL has redirect option to a port missing XCVR
N9k SR mNAT traffic may leave interface without NAT during an OIF change

feature hardware-telemetry causing Mac Moves: L2FM-4-L2FM_MAC_MOVE

N9K VXLAN: A short loop occurs at the moment the peer-link is up after VPC peer restart
Yang Model get_diff " source" and "target" have Incorrect Information

Manual disable " spanning-tree fcoe" in N9K is needed

" spanning-tree pathcost method long" missing from show run after cli config sequence

Login with "admin" user with incorrect password allowed when " none" aaa authentication is
configured

Multicast traffic dropping at Nexus 9500 FM-G due to ELAM VLAN_XLATE_MISS
Bootflash shows OKB in show version output in N9K-C92348GC-X

9332-GX2B: DoM not supported error with 3rd party 100G AOC
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DHCP Discover packets are being dropped with custom COPP policy on a purely L2 Nexus 9k

One way CDP neighborship seen between Nexus 9500 (L3) & Catalyst 3850(L2) when VLAN 1 is
tagged.

N9K: ARP issue with Fabric Peering in VXLAN EVPN VPC set up

ssh rekey max-data 1K max-time 2M & "force" option of ssh key rsa not working
While adding IP unnumbered interface using Netconfic, an error generate

400G DR4 Finisar and Finisar+ on Nexus 9000 shows incorrect ‘show int transceiver detail outputs
Config-sync fails to import running-config into Switch-Profile

N9K:duplicate " no errdisable detect cause acl-exception” in startup-config

"no mac address-table loop-detect nve port-down" cannot be configure on NXOS 10.2.5 or 10.4.3

[N9K] QSFP-100G-ZR4: Same value with Rx Power " High alarm" and " High warning" threshold
N9K-C9348GC-FXP - Front Port - No Traffic Received in RX Direction

Nexus 93180YC-FX3 : L2 IGMP joins are dropped when L3 GRE tunnel is configured

Bad config applied to previous context if next config context contains syntax error in config file
N9K PBR IPv4 ACEs of icam will count without any PBR configuration.

Error NCIM12024 due to a postgress limitation for lldp tlv entry string count

Adding ITU channel config prevents port-channel creation on N9K switch.

Vulnerabilities in Openssh 9.5p1 - CVE-2023-51385

N9K NX-OS 10.4(3) vman crash after upgrade, due to third-party transceiver being inserted
Telemetry suddenly stops working due to memory leak

SSH session/console pause indefinitely during configuring netflow

N9300 FHR may fail to create SG state for one of the sources sending traffic to same group

N9k TCAM Carving for e-racl must not be allowed for mpls extended ecmp

Unable to create a TACACS user due to the directory /var full with a power supply debug lodfile.
VxLan: vPC fabric peering flap after time change

n9k: "DCBX No ACK in 100 PDU" seen after upgrade from 9.3.x to 10.3.4a

Packets with MPLS-SR label dropped on P routers

Storm control gets triggered when unplug/replug the cable of a port
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CSCwk29697
CSCwk30154
CSCwk32265
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CSCwk36818
CSCwk49219
CSCwk49778
CSCwk56902
CSCwk61235

CSCwk69444

Nexus generates VPC PKA packet with source IP not present on device

MST priority value get removed after changing vlan in a instance.

Archive feature doesn't work when S is specified within password

KLM_pss installation delay seen (potentially leading to boot failure)

Stats for ACE matching different ether type not updated in MAC ACL

nxos/N9K-X9400-16W: Port 15 and 16 do not correctly forwarding traffic after reload

Nexus 9000 crash due to "tahusd" process crash @ tah_sdk_hea_aclqos_hex_print

N9K - Memory leak in TAHUSD_MTRACK_TYPE_STATS_DMA_HDLR

Type 2 route for RMACs with Next hop set to vIP address is not generated for IPv6 Fabric underlay
Getting an error when trying to enable log-neighbor-changes command

Configuring 'udld diable' thru configure-replace it returns an empty patch and nothing configuring
Confirm if CVE-2024-6387 impacts Nexus 9000

Rapid memory leak in securityd and component(libpython3.8.s0.1.0)

General/Known Issues

Click the bug ID to access the Bug Search Tool and see additional information about the bug.

CSCwh34732
CSCwi95977
CSCwi95768
CSCwh36396
CSCwh88451
CSCwi57646
CSCwi87175
CSCwi24238
CSCvt37624

CSCwi22304

CSCwh44244
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H2R PID: Kernel panic during ND ISSU from 10.4(1)

DME CC failure for mutiisite virtual rmac

Loopback Ping is not working after enabling MPLS LDP at Interface

Third Party 40G SWDM4 transceiver may take between 40-60 secs to link up

URIB crashed on urib_chlist_segv_handler after restarting bgp and urib together

ESG_SGACL: Source of MAC detail is not seen in json output of MAC table

slight drop in L2 multicast performance in N9K-C9364C-H1 switch

With NDFC/auto-config, VPC peer-link stays down on disable 'feature tunnel-encryption'

'The BGP instance is not in expected state' after quick bgp unconfig / reconfig with 700K ipv4 pfx
TTL is not decremented for decap L3 VPN traffic on N9800

DME inconsistency in sys/mplsta-[eth1/7/1] object after some CLI sequence
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Device Hardware

The following tables list the Cisco Nexus 9000 Series hardware that Cisco NX-OS Release 10.5(1)F
supports. For additional information about the supported hardware, see the Hardware Installation Guide for
your Cisco Nexus 9000 Series device.

Table 1. Cisco Nexus 9800 Switches

N9K-C9808 16-RU modular switch with slots for up to 8 Line Cards in addition to 2 supervisors, 8 fabric
modules, 4 fan trays, and 3 power trays.

N9K-C9804 10-RU modular switch with slots for up to 4 Line Cards in addition to 2 supervisors, 8 fabric
modules, 4 fan trays, and 2 power trays.

Table 2. Cisco Nexus 9800 Series Line Cards

N9K-X9836DM-A Cisco Nexus 9800 36-port 400G QSFP-DD Line Card with MACsec.

N9K-X98900CD-A Cisco Nexus 9800 14-port 400G QSFP-DD + 34-port 100G QSFP28 Line Card.

Table 3. Cisco Nexus 9800 Series Fabric Modules

N9K-C9808-FM-A Cisco Nexus 9800 Fabric Module for 8-slot Chassis

N9K-C9804-FM-A Cisco Nexus 9800 Fabric Module for 4-slot Chassis

Table 4. Cisco Nexus 9800 Supervisor Module

N9K-C9800-SUP-A Cisco Nexus 9800 Platform Supervisor Module

Table 5. Cisco Nexus 9800 Fans and Fan Trays

N9K-C9808-FAN-A Cisco Nexus 9800 8-slot chassis fan tray (1%t Generation)

N9K-C9804-FAN-A Cisco Nexus 9800 4-slot chassis fan tray (1t Generation)

Table 6.  Cisco Nexus 9800 Power Supplies

N9K-HV 6.3KW 20A-A Cisco Nexus 9800 6,300W 20A AC and HV Power Supply
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Table 7. Cisco Nexus 9500 Switches

N9K-C9504 7-RU modular switch with slots for up to 4 Line Cards in addition to two supervisors, 2
system controllers, 3-6 fabric modules, 3 fan trays, and up to 4 power supplies.

N9K-C9508 13-RU modular switch with slots for up to 8 Line Cards in addition to two supervisors, 2
system controllers, 3-6 fabric modules, 3 fan trays, and up to 8 power supplies.

N9K-C9516 21-RU modular switch with slots for up to 16 Line Cards in addition to two supervisors, 2
system controllers, 3-6 fabric modules, 3 fan trays, and up to 10 power supplies.

Table 8. Cisco Nexus 9500 Cloud Scale Line Cards

Product ID Description Maximum Quantity

Cisco Nexus Cisco Nexus Cisco Nexus

9504 9508 9516
N9K-X9716D-GX Cisco Nexus 9500 16-port 400G QSFP-DD 4 8 N/A
Line Card
N9K-X9736C-FX Cisco Nexus 9500 36-port 40/100 Gigabit 4 8 16

Ethernet QSFP28 Line Card

N9K-X9788TC-FX Cisco Nexus 9500 48-port 1/10-G BASE-T 4 8 16
Ethernet and 4-port 40/100 Gigabit Ethernet
QSFP28 Line Card

N9K-X97160YC-EX Cisco Nexus 9500 48-port 10/25-Gigabit 4 8 16
Ethernet SFP28 and 4-port 40/100 Gigabit
Ethernet QSFP28 Line Card

N9K-X9732C-FX Cisco Nexus 9500 32-port 40/100 Gigabit 4 8 16
Ethernet QSFP28 Line Card

N9K-X9732C-EX Cisco Nexus 9500 32-port 40/100 Gigabit 4 8 16
Ethernet QSFP28 Line Card

N9K-X9736C-EX Cisco Nexus 9500 36-port 40/100 Gigabit 4 8 16
Ethernet QSFP28 Line Card

Table 9. Cisco Nexus 9500 R-Series Line Cards

Product ID Description Maximum Quantity

Cisco Nexus Cisco Nexus
9504 9508
N9K-X9636C-R Cisco Nexus 9500 36-port 40/100 Gigabit Ethernet QSFP28 4 8
Line Card
N9K-X9636C-RX Cisco Nexus 9500 36-port 40/100 Gigabit Ethernet QSFP28 4 8
Line Card
N9K-X9636Q-R Cisco Nexus 9500 36-port 40-Gigabit Ethernet QSFP Line 4 8
Card
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Product ID Description Maximum Quantity

Cisco Nexus Cisco Nexus
9504 9508

N9K-X96136YC-R Cisco Nexus 9500 16-port 1/10 Gigabit, 32-port 10/25 4 8
Gigabit, and 4-port 40/100 Gigabit Ethernet Line Card

N9K-X9624D-R2 Cisco Nexus 9500 24-port 400-Gigabit QDD Line Card Not supported 8

Table 10. Cisco Nexus 9500 Cloud Scale Fabric Modules

N9K-C9504-FM-E Cisco Nexus 9504 100-Gigabit cloud scale fabric module

N9K-C9504-FM-G Cisco Nexus 9500 4-slot 1.6Tbps cloud scale fabric 4 5
module

N9K-C9508-FM-E Cisco Nexus 9508 100-Gigabit cloud scale fabric module 4 5

N9K-C9508-FM-E2 Cisco Nexus 9508 100-Gigabit cloud scale fabric module 4 5

N9K-C9508-FM-G Cisco Nexus 9500 8-slot 1.6Tbps cloud-scale fabric 4 5
module

N9K-C9516-FM-E2 Cisco Nexus 9516 100-Gigabit cloud scale fabric module 4 5

Table 11. Cisco Nexus 9500 R-Series Fabric Modules

N9K-C9504-FM-R Cisco Nexus 9504 100-Gigabit R-Series fabric module
N9K-C9508-FM-R Cisco Nexus 9508 100-Gigabit R-Series fabric module 4 6
N9K-C9508-FM-R2 Cisco Nexus 9508 400-Gigabit R-Series fabric module 4 6

Table 12. Cisco Nexus 9500 Supervisor Modules

mm

N9K-SUP-A 1.8-GHz supervisor module with 4 cores, 4 threads, and 16 GB of memory 2
N9K-SUP-A+ 1.8-GHz supervisor module with 4 cores, 8 threads, and 16 GB of memory 2
N9K-SUP-B 2.2-GHz supervisor module with 6 cores, 12 threads, and 24 GB of memory 2
N9K-SUP-B+ 1.9-GHz supervisor module with 6 cores, 12 threads, and 32 GB of memory 2

Note: N9K-SUP-A and N9K-SUP-A+ are not supported on Cisco Nexus 9504 and 9508 switches with -R
and -R2 Line Cards.
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Table 13. Cisco Nexus 9500 System Controller

N9K-SC-A Cisco Nexus 9500 Platform System Controller Module 2

Table 14. Cisco Nexus 9500 Fans and Fan Trays

N9K-C9504-FAN Fan tray for 4-slot modular chassis 3
N9K-C9504-FAN2 Fan tray that supports the Cisco N9K-C9504-FM-G fabric module 3
N9K-C9508-FAN Fan tray for 8-slot modular chassis 3
N9K-C9508-FAN2 Fan tray that supports the Cisco N9K-C9508-FM-G fabric module 3
N9K-C9516-FAN Fan tray for 16-slot modular chassis 3

Table 15. Cisco Nexus 9500 Fabric Module Blanks with Power Connector

N9K-C9504-FAN-PWR Cisco Nexus 9500 4-slot chassis 400G cloud scale
fan tray power connector

N9K-C9508-FAN-PWR Cisco Nexus 9500 4-slot chassis 400G cloud scale 1 2
fan tray power connector

Table 16. Cisco Nexus 9500 Power Supplies

N9K-PAC-3000W-B 3-KW AC power supply Upto 4 Cisco Nexus 9504
Upto 8 Cisco Nexus 9508

Up to 10 Cisco Nexus 9516

N9K-PDC-3000W-B 3-KW DC power supply Up to 4 Cisco Nexus 9504
Up to 8 Cisco Nexus 9508

Up to 10 Cisco Nexus 9516

N9K-PUV-3000W-B 3-KW Universal AC/DC power supply Up to 4 Cisco Nexus 9504
Upto 8 Cisco Nexus 9508

Upto 10 Cisco Nexus 9516

N9K-PUV2-3000W-B 3.15-KW Dual Input Universal AC/DC Power Upto 4 Cisco Nexus 9504

Suppl
SR Upto 8 Cisco Nexus 9508
Up to 10 Cisco Nexus 9516
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Table 17. Cisco Nexus 9400 Switches

N9K-C9408

N9K-C9400-SUP-A

N9K-C9400-SW-GX2A

N9K-X9400-8D

N9K-X9400-16W

N9K-X9400-22L

4-RU, 8-slot centralized modular chassis switch, which is configurable with up to
128 200-Gigabit QSFP56 (256 100 Gigabit by breakout) ports or 64 400-Gigabit
ports.

Cisco Nexus 9400 Supervisor Card
Cisco Nexus 9400 25.6Tbps Switch Card
Cisco Nexus 9400 8p 400G QSFP-DD LEM

Cisco Nexus 9400 16p 200G QSFP56 LEM

Cisco Nexus 9400 LEM with 22 10G/25G/50G ports.

Table 18. Cisco Nexus 9200 and 9300 Switches

N9K-C92348GC-X

N9K-C93400LD-H1

N9K-C93108TC-FX3

N9K-C9332D-H2R

N9K-C9348GC-FX3

N9K-C9348GC-FX3PH

N9K-C93180YC-FX3H

N9K-C9316D-GX

© 2024 Cisco and/or its affiliates. All rights reserved.

The Cisco Nexus 92348GC-X switch (N9K-C92348GC-X) is a 1-RU switch that
supports 696 Gbps of bandwidth and over 250 mpps.

The 1GBASE-T downlink ports on the 92348GC-X can be configured to work as
100 Mbps, 1-Gbps ports.

The 4 ports of SFP28 can be configured as 1/10/25-Gbps and the two-ports of
QSFP28 can be configured as 40- and 100-Gbps ports.

The Cisco Nexus 92348GC-X is ideal for Big Data customers that require a
Gigabit Ethernet ToR switch with local switching.

1-RU fixed-port, L2/L3 switch with 48 50G SFP56 ports and 4 400G QSFP-DD
uplink ports.

1 RU fixed-port switch Forty-eight 100M/1G/10GBASE-T ports (ports 1-48), Six
40/100-Gigabit ports QSFP28 (ports 49-54), Two management ports (one
10/100/1000BASE-T port and one SFP port), One console port (RS-232), and
one USB port.

1-RU fixed-port switch with 400-Gigabit QSFP-DD ports (32), 10-Gigabit SFP+
ports (2), Management ports (one 10/100/1000BASE-T port and one SFP port),
console port (RS-232), and USB port.

1 RU fixed-port switch 48 10/100/1000M copper RJ-45 downlink ports, 4 10-
/25G SFP28 uplink ports, and 2 40-/100G QSFP28 uplink ports.

1-RU fixed-port switch 40 10M/100M/1G copper RJ-45 downlink ports that
support PoE/PoE+/PoE++ and 8 10M/100M copper RJ-45 downlink ports that
support PoE/PoE+/PoE++, 4 10-/25G SFP28 uplink ports, and 2 40-/100G
QSFP28 uplink ports.

1-RU fixed-port switch with 24 1T00M/1/10/25-Gigabit Ethernet SFP28 ports
(ports 1-24), 6 10/25/40/50/100-Gigabit QSFP28 ports (ports 49-54), One
management port (one 10/100/1000BASE-T port), and One console port (RS-
232)

1-RU switch with 16x400/100/40-Gbps ports.
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N9K-C9364C-GX

N9K-C93600CD-GX

N9K-C9364C

N9K-C9364C-H1

N9K-C9332C

N9K-C9332D-GX2B

N9K-C9348D-GX2A

N9K-C9364D-GX2A

N9K-C93180YC-FX3

N9K-C93180YC-FX3S

N9K-C9336C-FX2-E

N9K-C9336C-FX2

N9K-C93360YC-FX2

N9K-C93240YC-FX2

N9K-C93216TC-FX2

N9K-C93180YC-FX

N9K-C93180YC-FX-24

N9K-C93108TC-FX

© 2024 Cisco and/or its affiliates. All rights reserved.

2-RU fixed-port switch with 64 100-Gigabit SFP28 ports.

1-RU fixed-port switch with 28 10/40/100-Gigabit QSFP28 ports (ports 1-28), 8
10/40/100/400-Gigabit QSFP-DD ports (ports 29-36)

2-RU Top-of-Rack switch with 64 40-/100-Gigabit QSFP28 ports and 2 1-/10-
Gigabit SFP+ ports.

e Ports 1 to 64 support 40/100-Gigabit speeds.
e Ports 49-64 support MACsec encryption.
e Ports 651-64and66 support 1/10 Gigabit speeds.

2-RU fixed-port switch with 64 100G SFP28 ports.

1-RU fixed switch with 32 40/100-Gigabit QSFP28 ports and 2 fixed 1/10-
Gigabit SFP+ ports.

1-Rack-unit (1-RU) spine switch with 32p 400/100-Gbps QSFP-DD ports and
2p 1/10 SFP+ ports.

48p 40/100/400-Gigabit QSFP-DD ports and 2p 1/10G/10G SFP+ ports
64p 400/100-Gigabit QSFP-DD ports and 2p 1/10 SFP+ ports

48 1/10/25 Gigabit Ethernet SFP28 ports (ports 1-48)
6 10/25/40/50/100-Gigabit QSFP28 ports (ports 49-54)

48 1/10/25 Gigabit Ethernet SFP28 ports (ports 1-48)
6 10/25/40/50/100-Gigabit QSFP28 ports (ports 49-54)

1-RU switch with 36 40-/100-Gb QSFP28 ports
1-RU switch with 36 40-/100-Gb Ethernet QSFP28 ports

2-RU switch with 96 10-/25-Gigabit SFP28 ports and 12 40/100-Gigabit
QSFP28 ports

1.2-RU Top-of-Rack switch with 48 10-/25-Gigabit SFP28 fiber ports and 12
40-/100-Gigabit Ethernet QSFP28 ports.

2-RU switch with 96 100M/1G/10G RJ-45 ports, 12 40/100-Gigabit QSFP28
ports, 2 management ports (one RJ-45 and one SFP port), 1 console port, and 1
USB port.

1-RU Top-of-Rack switch with 10-/25-/32-Gigabit Ethernet/FC ports and 6 40-
/100-Gigabit QSFP28 ports. You can configure the 48 ports as 1/10/25-Gigabit
Ethernet ports or as FCoE ports or as 8-/16-/32-Gigabit Fibre Channel ports.

1 RU 24 1/10/25-Gigabit Ethernet SFP28 front panel ports and 6 fixed 40/100-
Gigabit Ethernet QSFP28 spine-facing ports. The SFP28 ports support 1-, 10-,
and 25-Gigabit Ethernet connections and 8-, 16-, and 32-Gigabit Fibre Channel
connections.

1-RU Top-of-Rack switch with 48 100M/1/10GBASE-T (copper) ports and 6
40-/100-Gigabit QSFP28 ports
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N9K-C93108TC-FX-24 1 RU 24 1/10GBASE-T (copper) front panel ports and 6 fixed 40/100-Gigabit
Ethernet QSFP28 spine-facing ports.

N9K-C93108TC-FX3P 1-RU fixed-port switch with 48 100M/1/2.5/5/10GBASE-T ports and 6 40-
/100-Gigabit QSFP28 ports

N9K-C9348GC-FXP' Cisco Nexus 9300 with 48p 100M/1 G, 4p 10/25 G SFP+ and 2p 100 G QSFP

Table 19. Cisco Nexus 9200 and 9300 Fans and Fan Trays

NXA-SFAN-30CFM-PE Fan module with port-side exhaust airflow (blue 9348GC-FX3
coloring)
NXA-SFAN-30CFM-PI Fan module with port-side intake airflow 3 9348GC-FX3
(burgundy coloring)
NXA-SFAN-30CFM-PE Fan module with port-side exhaust airflow (blue 3 9348GC-FX3PH
coloring)
NXA-SFAN-30CFM-PI Fan module with port-side intake airflow 3 9348GC-FX3PH
(burgundy coloring)
NXA-SFAN-35CFM-PI Fan module with port-side intake airflow 6 9332D-H2R
(burgundy coloring)
5 93400LD-H1
4 93108TC-FX3
NXA-SFAN-35CFM-PE Fan module with port-side exhaust airflow (blue 6 9332D-GX2B
coloring)
5 93400LD-H1
4 93108TC-FX3
NXA-SFAN-35CFM-PI Fan module with port-side intake airflow 6 9332D-GX2B
(burgundy coloring)
NXA-FAN-160CFM-PE Fan module with port-side exhaust airflow (blue 3 9364C 12
coloring) 93360YC-FX2

" For N9K-C9348GC-FXP the PSU SPROM is not readable when the PSU is not connected. The model displays as " UNKNOWN" and
status of the module displays as " shutdown."

2 For specific fan speeds see the Overview section of the Hardware Installation Guide.
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NXA-FAN-160CFM-PI

NXA-FAN-160CFM2-PE

NXA-FAN-160CFM2-PI

NXA-FAN-30CFM-B

NXA-FAN-30CFM-F

NXA-FAN-35CFM-PE

Fan module with port-side intake airflow
(burgundy coloring)

Fan module with port-side exhaust airflow (blue
coloring)

Fan module with port-side intake airflow
(burgundy coloring)

Fan module with port-side intake airflow
(burgundy coloring)

Fan module with port-side exhaust airflow (blue
coloring)

Fan module with port-side exhaust airflow (blue
coloring)

93640 Error! Reference source not

found.[1]Error! Reference source not

found.Frror! Reference
source not found.Error!
Reference source not
found.Error! Reference
source not found.

93360YC-FX2Error!
Reference source not
found.Error! Reference
source not found.

9364C-GX

9364C-GX

931 08TC -FX Error! Reference

source not found.[1]

931 80YC -FX Error! Reference

source not found.[1]

9348GC-FXP Error! Reference

source not found.[1]

931 08TC -FX Error! Reference

source not found.[1]

931 80YC -FX Error! Reference

source not found.[1]

9348GC-FXP

923 OOYC Error! Reference source

not found.[1]
9332 C Error! Reference source not
found.[1]

93180YC-FX3S &
93180YC-FX3
93108TC-FX3P
93180YC-FX3H

9336C-FX2-E
9316D-GX
93600CD-GX

3 This switch runs with +1 redundancy mode so that if one fan fails, the switch can sustain operation. But if a second fan fails, this
switch is not designed to sustain operation. Hence before waiting for the major threshold temperature to be hit, the switch will
power down due to entering the fan policy trigger command.
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NXA-FAN-35CFM-PI

NXA-FAN-65CFM-PE

NXA-FAN-65CFM-PI

Fan module with port-side intake airflow
(burgundy coloring)

Fan module with port-side exhaust airflow (blue
coloring)

Fan module with port-side exhaust airflow (blue
coloring)

Fan module with port-side exhaust airflow
(burgundy coloring)

Table 20. Cisco Nexus 9200 and 9300 Power Supplies

NXA-PDC-715W-PI

NXA-PDC-440W-PE

NXA-PDC-440W-PI

NXA-PHV-350W-PE

NXA-PHV-350W-PI

NXA-PAC-350W-PE2

NXA-PAC-350W-PI2

NXA-PAC-1900W-PE

NXA-PAC-1900W-PI

715-W DC power supply with port-side intake

airflow (blue coloring)

440-W DC power supply with port-side
exhaust airflow (blue coloring)

440-W DC power supply with port-side intake

airflow (burgundy coloring)

350-W AC power supply with port-side
exhaust airflow (blue coloring)

350-W AC power supply with port-side intake

airflow (burgundy coloring)

350-W AC power supply with port-side
exhaust airflow (blue coloring)

350-W AC power supply with port-side intake

airflow (burgundy coloring)

1900-W AC power supply with port-side
exhaust airflow (blue coloring)

1900-W AC power supply with port-side intake

airflow (burgundy coloring)
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92300YC W
9332Cc W
93180YC-FX3S &
93180YC-FX3
93108TC-FX3P
93180YC-FX3H

9316D-GX
93600CD-GX

9336C-FX2-E

93240YC-Fx2 I
9336C-FXx2 M

93240YC-FX2
9336C-Fx2 W

93108TC-FX3P

9348GC-FX3
9348GC-FX3PH

9348GC-FX3
9348GC-FX3PH

9348GC-FX3
9348GC-FX3PH

9348GC-FX3
9348GC-FX3PH

9348GC-FX3
9348GC-FX3PH

9348GC-FX3
9348GC-FX3PH

9348GC-FX3
9348GC-FX3PH

9348GC-FX3
9348GC-FX3PH
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NXA-PHV-2KW-PI

NXA-PAC-1500W-PE

NXA-PAC-1500W-PI

NXA-PAC-500W-PE

NXA-PAC-500W-PI

NXA-PAC-650W-PE

NXA-PAC-650W-PI

NXA-PAC-750W-PE

NXA-PAC-750W-PI

NXA-PAC-1100W-PE2

NXA-PAC-1100W-PI2

NXA-PAC-1100W-PI

NXA-PAC-1100W-PE

NXA-PAC-1900W-PI

2000-W HVDC power supply with port-side
intake airflow (burgundy coloring)

1500-W AC power supply with port-side
exhaust airflow (blue coloring)

1500-W AC power supply with port-side intake
airflow (burgundy coloring)

500-W AC power supply with port-side
exhaust airflow (blue coloring)

500-W AC power supply with port-side intake
airflow (burgundy coloring)

650-W AC power supply with port-side
exhaust (blue coloring)

650-W AC power supply with port-side intake
(burgundy coloring)

750-W AC power supply with port-side
exhaust airflow (blue coloring) 1

750-W AC power supply with port-side intake
airflow (burgundy coloring) 1

1100-W AC power supply with port-side
exhaust airflow (blue coloring)

1100-W AC power supply with port-side intake
airflow (burgundy coloring)

Cisco Nexus 9000 PoE 1100W AC PS, port-
side intake

Cisco Nexus 9000 PoE 1100W AC PS, port-
side exhaust

Cisco Nexus 9000 PoE 1900W AC PS, port-
side intake
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9332D-H2R
93400LD-H1

9332D-GX2B

9332D-GX2B

93180YC-FX
93108TC-FX3

93180YC-FX
93108TC-FX3

92300YC
93180YC-FX3S
93180YC-FX3

93180YC-FX3H

92300YC
93180YC-FX3S
93180YC-FX3

93180YC-FX3H

9336C-FX2
9336C-FX2-E
9332C
93240YC-FX2

9336C-FX2
9336C-FX2-E
9332C
93240YC-FX2

93240YC-FX2
9332C
9316D-GX
9336C-FX2
9336C-FX2-E
93600CD-GX

93240YC-FX2
9332C
9316D-GX
9336C-FX2
9336C-FX2-E
93600CD-GX

93108TC-FX3P

93108TC-FX3P

93108TC-FX3P
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NXA-PAC-1200W-PE

NXA-PAC-1200W-PI

NXA-PAC-1400W-PE

NXA-PAC-1400W-PI

N9K-PUV-1200W

NXA-PDC-930W-PE

NXA-PDC-930W-PI

NXA-PDC-1100W-PE

NXA-PDC-1100W-PI

NXA-PHV-1100W-PE

NXA-PHV-1100W-PI

NXA-PAC-2KW-PE

1200-W AC power supply with port-side
exhaust airflow (blue coloring)

1200-W AC power supply with port-side intake

airflow (burgundy coloring)

1400-W AC power supply with port-side
exhaust airflow (blue coloring)

1400-W AC power supply with port-side intake

airflow (burgundy coloring)

1200-W Universal AC/DC power supply with
bidirectional airflow (white coloring)

930-W DC power supply with port-side
exhaust airflow (blue coloring)

930-W DC power supply with port-side intake

airflow (burgundy coloring)

1100-W DC power supply with port-side
exhaust airflow (blue coloring)

1100-W DC power supply with port-side intake

airflow (burgundy coloring)

1100-W AC power supply with port-side
exhaust airflow (blue coloring)

1100-W AC power supply with port-side intake

airflow (burgundy coloring)

2000-W AC power supply with port-side
exhaust airflow (blue coloring)
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N

93360YC-FX2
9364C

93360YC-FX2
9364C

93400LD-H1

93400LD-H1

92300YC
93108TC-FX
93360YC-FX2
93180YC-FX3S
93180YC-FX
9364C
93108TC-FX3

93360YC-FX2
93180YC-FX3S
93180YC-FX
9364C
93180YC-FX3H
93108TC-FX3

93360YC-FX2
93180YC-FX3S
93180YC-FX
9364C
93180YC-FX3H
93108TC-FX3

93240YC-FX2
93600CD-GX
9316D-GX
9332C
9336C-FX2
9336C-FX2-E

93240YC-FX2
93600CD-GX
9316D-GX
9332C
9336C-FX2
9336C-FX2-E

93240YC-FX2
9336C-FX2

93240YC-FX2
9336C-FX2

9364C-GX
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NXA-PAC-2KW-PI 2000-W AC power supply with port-side intake 2 9364C-GX
airflow (burgundy coloring) 9332D-H2R
NXA-PDC-2KW-PE 2000-W DC power supply with port-side 2 9364C-GX
exhaust airflow (blue colorin
( o 93400LD-H1
NXA-PDC-2KW-PI 2000-W DC power supply with port-side intake 2 9364C-GX
airflow (burgundy coloring)
9332D-H2R
93400LD-H1
N2200-PAC-400W 400-W AC power supply with port-side 2 92348GC-X
exhaust airflow (blue coloring)
N2200-PAC-400W-B 400-W AC power supply with port-side intake 2 92348GC-X
airflow (burgundy coloring)
N2200-PDC-350W-B 350-W DC power supply with port-side intake 2 92348GC-X
airflow
N2200-PDC-400W 400-W DC power supply with port-side 2 92348GC-X

exhaust airflow (blue coloring)

Compatibility Information

Fabric Module and Line Card compatibility details are listed below:

Table 21. Cisco Nexus 9500 Cloud Scale Line Cards

Product ID N9K-C9504- | N9K-C9508- |N9K-C9504- N9K-C9508- N9K-C9508- N9K-C9516-

FM-G FM-G FM-E FM-E FM-E2 FM-E2
N9K-X9716D-GX 4 4 No No No No
N9K-X9736C-FX ) 5 5 5 5 5
N9K-X97160YC-EX 4 4 4 4 4 4
N9K-X9788TC-FX 4 4 4 4 4 4
N9K-X9732C-EX 4 4 4 4 4 4
N9K-X9732C-FX 4 4 4 4 4 4

5 (n+1 5 (n+1 5 (n+1 5 (n+1 5 (n+1 5 (n+1

redundancy) redundancy) redundancy) redundancy) redundancy) redundancy)

Table 22. Cisco Nexus 9500 R-Series Line Cards

Product ID N9K-C9504-FM-R N9K-C9508-FM-R

N9K-X9636C-RX 6 6
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N9K-X9636Q-R 4 4

6 (n+2 redundancy) 6 (n+2 redundancy)
N9K-X9636C-R 5 5

6 (n+1 redundancy) 6 (n+1 redundancy)
N9K-X96136YC-R 6 6

Table 23. Cisco Nexus 9500 R2-Series Line Cards

Product ID N9K-C9508-FM-R2

N9K-X9624D-R2 6

Optics

For information about transceivers and cables supported on a switch, see the Transceiver Module (TMG)
Compatibility Matrix. For the transceiver specifications and installation information, see the Install and

Upgrade Guides.

Cisco Nexus Dashboard Insights for Data Center

Cisco NX-0OS Release 10.5(1)F supports the Cisco Nexus Dashboard Insights on Cisco Nexus 9300-FX,
9300-FX2, 9300-FX3, 9300-GX, 9300-GX2, 9400, and 9800 platform switches and 9500 platform
switches with -EX/FX/GX Line Cards. See the Cisco Nexus Insights documentation.

Upgrade and Downgrade

To perform a software upgrade or downgrade, follow the instructions in the Cisco Nexus 9000 Series NX-
OS Software Upgrade and Downgrade Guide, Release 10.5(x). For information about an In Service
Software Upgrade (ISSU), see the Cisco NX-OS ISSU Support Matrix.

Related Content

Cisco Nexus 9000 Series Switches Cisco Nexus 9000 Series Switches documentation
Cisco NX-0OS Software Strategy and Lifecycle Guide Cisco NX-0OS Software Release and Image-naming
Convention

Cisco Nexus 3000 and 9000 Series NXAPI REST SDK User Cisco Nexus 3000 and 9000 Series NX-NX-API REST SDK
Guide and API Reference User Guide and API Reference
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https://tmgmatrix.cisco.com/
https://www.cisco.com/c/en/us/support/interfaces-modules/transceiver-modules/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/interfaces-modules/transceiver-modules/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-insights/series.html
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e Cisco NX-0OS Licensing Guide Licensing Information

o Cisco Nexus 9000 and 3000 Series NX-OS Switch Note: When you downgrade from C'SCO NX_OS

License Navigator .
Release 10.5(1)F to an earlier release, the

y —q_q;;gis%o Nexus Smart Licensing Using Policy User features that use the ACI+NX-OS Essentials,
uige q
Advantage, and add-on licenses or the Hardware

Streaming Telemetry license continue to work in
honor mode in the downgraded version. In
addition, the output of the show license usage
command continues to include entries for these
unsupported licenses.

Cisco Nexus 9000 Series NX-OS Software Upgrade and Cisco Nexus 9000 Series Software Upgrade and
Downgrade Guide Downgrade Guide, Release 10.5(x)

Cisco Nexus 9000 Series FPGA/EPLD Upgrade Release Cisco Nexus 9000 Series FPGA/EPLD Upgrade Release
Notes Notes, Release 10.5(1)F

https://cisco.qgithub.io/cisco- Cisco NX-0OS Supported MIBs
mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html

Cisco Nexus 9000 Series Switch FEX Support Matrix Supported FEX modules

Cisco Nexus 9000 Series Hardware Installation Guides Cisco Nexus 9000 Series Hardware Installation Guides

Documentation Feedback

To provide technical feedback on this document, or to report an error or omission, please send your
comments to nexus9k-docfeedback@cisco.com. We appreciate your feedback.

Legal Information

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S.
and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the
property of their respective owners. The use of the word partner does not imply a partnership relationship
between Cisco and any other company. (1721R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology
diagrams, and other figures in the document are shown for illustrative purposes only. Any use of actual IP
addresses or phone numbers in illustrative content is unintentional and coincidental.
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®

Cisco offers a comprehensive range of pluggable optical modules in the Cisco
pluggables portfolio. The wide variety of modules gives you flexible and cost-effective
options for all types of interfaces. Cisco offers a range of GBIC, SFP, XFP, SFP+, CXP,
CFP, Cisco CPAK, and QSFP+ pluggable modules. These small, modular optical interface
transceivers offer a convenient and cost-effective solution for an array of applications in
the data center, campus, metropolitan-area access and ring network, storage area
network, and long-haul network. In recent times, with longer strides of innovation, Cisco
has introduced Digital Coherent 400G DWDM ZR+ as well as interfaces to the market.
The latest addition to the Cisco portfolio pushes this boundary further with the
introduction of the 400G QSFP-DD High-Power (Bright) Optical Module.

-~

Figure 1.
Cisco 400G QSFP-DD High-Power (Bright) Optical module

Product overview

Cisco is now expanding the range of 400G Digital Coherent QSFP-DD transceivers, introducing High Tx Power
variants (+1dBm of Tx Power). Thanks to the miniaturization of the technology with a 7-nm manufacturing
procedure and innovation in silicon photonic technology, it is now possible to also squeeze an Optical Amplifier
(Mini-EDFA) within a QSFP-DD form factor.

Cisco 400G QSFP-DD High-Power (Bright) Optical module’s small size and low power make it an optimal
choice for a wide range of DCI/Cloud, metro access/aggregation, wireless backhaul, and campus interconnect
applications.

Cisco 400G QSFP-DD High-Power (Bright) Optical module is mechanically compliant to the QSFP-DD Type 2A
Module Specification. The QSFP-DD module contains a PCB with a 76-contact card-edge electrical interface to
external host-side logic. The media interface is a duplex LC connector coupled to a 1550-nm optical fiber
carrying the DP-mQAM coherent signal. The signaling operates in the C-band.

Two product variants are available:
1. Ethernet Variant (DP04QSDD-HEQ)
2. Multirate OTN/Ethernet Variant (DP04QSDD-HK9)
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Cisco 400G QSFP-DD High-Power (Bright) Optical Module Ethernet Variant Overview

Cisco 400G QSFP-DD High-Power (Bright) Optical module Ethernet variant is an enhanced version of the
currently available QSFP-DD ZR+ Optical Module leveraging the same operational modes but providing as a
major enhancement the increase of the Tx Optical Power up to +1dBm (EoL).

Supported client interface for this pluggables is Ethernet based, making this model perfectly suitable to be
hosted on a router/switch host. The module asynchronously (GMP) maps an Ethernet signal from a
switch/router to an intermediate 400ZR frame structure and then adapts the frame structure to the appropriate
FEC engine. The encoded signal is subsequently DSP framed and modulated for transmission as a coherent
Dual-Polarity mQAM signal.

Cisco 400G QSFP-DD High-Power (Bright) Optical Module Multirate Ethernet/OTN Variant Overview

The Cisco 400G QSFP-DD High-Power (Bright) Optical module multirate Ethernet/OTN variant shares the same
HW platform (and so also the high Tx power) of the Ethernet variant but also supports OTN clients. The module
leverages an intermediate ODUFlex,0TUCN/FlexO-x frame structure and then adapts the frame structure with
OFEC.

This variant, thanks to the OTN OH, supports Layer-1 (L1) functionality to support authentication and
encryption/decryption of the OPU[Cn,4] payload. The security IP provides wire-speed Galois-Counter- Mode
(GCM) AES 256-bit security in either authentication-only (GMAC) or encryption/decryption-only (CTR) modes
or both (GCM). Inter-host key exchange is supported via communication over the GCC channel.

The Cisco 400G QSFP-DD High-Power (Bright) Optical module multirate Ethernet/OTN module is also offering a
PAYG model with a licensed approach in which a 100G BW product is offered (DP04QSDD-LK9).

Features and benefits

In addition to the fact that this solution is providing a high-performance 400G WDM Coherent pluggable
perfectly fitting 400G ports from a routing and switching host, additional benefits come from the high Tx power
interface. Tx power of +1dBm allows for compatibility with a vast majority of the deployed add/drop scheme of
brownfield WDM systems.

In fact, higer TX poweris allowing to be compatible with any high insertion loss add/drop structure. As
consequence, differently by the standard OIF MSA optics (limited to -10dBm), the High Tx Power 400G
Coherent pluggable can be deployed on the vast majority of existing WDM systems with the only caveat that a
60Gbaud signal is supported.

All network operators can now approach the Routed Optical Networking solution without any limitation driven by
the legacy WDM system, as there is no substantial difference from the optical power point of view respect a
legacy Coherent Transponder and a new 400G QSFP-DD High-Power (Bright) Optical Module.

The high Tx power functionality is also extremely useful in a P2P application over dark fiber: in this case, the
10dB of additional optical power translates into a much longer reach.

The availability of embedded Tuneable Filter functionality allows the Transmitted Optical Signal to provide a
narrow optical spectrum, which allows it to be compatible with any add/drop structure (filtered or unfiltered
based) in terms of Tx OSNR penalty.
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Product sustainability

Information about Cisco’s environmental, social, and governance (ESG) initiatives and performance is provided

in Cisco’s CSR and sustainability reporting.

Table 1.

Cisco environmental sustainability information

General

Information on electronic waste laws and regulations, including

Information on product-material-content laws and regulations

our products, batteries, and packaging

Information on product takeback and reuse program

Sustainability inquiries

Material

Product specifications

Transmitter specifications

Product ID Symbol Rate (20 ppm) Modulation (Payload)

DP04QSDD-HEO

DP04QSDD-HK9
DP04QSDD-LK9

+1dBm (tuneable down
to 9dBm)

+1dBm (tuneable down
to -9dBm)

© 2023 Cisco and/or its affiliates. All rights reserved.

Product packaging weight and materials

60,138,546,798
60,138,546,798
60,138,546,798
40,092,364,532
30,069,273,399
30,069,273,399

60,138,546,798 for Ethernet
63,139,467,923 for OTN

60,138,546,798 for Ethernet
63,139,467,923 for OTN

60,138,546,798 for Ethernet
63,139,467,923 for OTN

40,092,364,532 for Ethernet
42,092,978,615 for OTN

30,069,273,399 for Ethernet
31,569,733,961 for OTN

Materials

WEEE Compliance

Cisco Takeback and Reuse Program

Contact: csr_inquiries@cisco.com

Contact: environment@cisco.com

16-QAM (400G)
8-QAM (300G)
QPSK (200G)
8-QAM (200G)
16-QAM (200G)
QPSK (100G)

16-QAM (400G)

8-QAM (300G)

QPSK (200G)

8-QAM (200G)

16-QAM (200G)

OFEC

OFEC

OFEC

OFEC

OFEC

OFEC

OFEC

OFEC

OFEC

OFEC

OFEC
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Product ID Symbol Rate (+20 ppm) Modulation (Payload)

30,069,273,399 for Ethernet QPSK (100G)
31,569,733,961 for OTN

Receiver specifications

Product ID Modulation

(Payload)

DP04QSDD-
HEO

16-QAM
(400G)

8-QAM
(300G)

QPSK
(200G)

8-QAM
(200G)

16-QAM
(200G)

QPSK
(100G)

DP04QSDD-
HK9

DP04QSDD-
LK9

16-QAM
(400G)

8-QAM
(300G)

QPSK
(200G)

8-QAM
(200G)

16-QAM
(200G)

RX OSNR
Sensitivity
(dB)

22.5

19.5

14.8

17.2

19.3

Ethernet:
22.5

OTN: 23

Ethernet:
19.5

OTN: 20.5

Ethernet:
14.8

OTN: 15.7

Ethernet:
17.2

OTN: 17.5

Ethernet:
19.3

OTN: 20

© 2023 Cisco and/or its affiliates. All rights reserved.

RX Sensitivity
Optimal

-12dBm

-15dBm

-18dBm

-16dBm

-15dBm

-20dBm

Ethernet: -12dBm
OTN: -14dBm

Ethernet: -15dBm
OTN: -16dBm

Ethernet: -18dBm
OTN: -18dBm

Ethernet: -16dBm
OTN: -16dBm

Ethernet: -15dBm
OTN: -15dBm

RX Power
Sensitivity (No
ASE Noise)

-21dBm

-23dBm

-29dBm

-28dBm

-25dBm

-32dBm

Ethernet: -21dBm
OTN: -20dBm

Ethernet: -23dBm
OTN: -23dBm

Ethernet: -29dBm
OTN: -28dBm

Ethernet: -28dBm
OTN: -28dBm

Ethernet: -25dBm
OTN: -24dBm

Max Rx
Power

13dBm

OFEC

CD Robustness (ps/nm)

Default: +13,000
Configurable up to: +52,000

Default: +50,000
Configurable up to:
+100,000

Default: +50,000
Configurable up to:
+100,000

Default: +50,000
Configurable up to:
+100,000

Default: +30,000

Configurable up to: +85,000

Default: +80,000
Configurable up to:
+160,000

Ethernet: +13,000 (default)
Configurable up to: +52,000
OTN: £12,000 (default)
Configurable up to: +48,000

Ethernet: £50,000 (default)
Configurable up to:
+100,000

OTN: £48,000 (default)
Configurable up to: +96,000

Ethernet: +50,000 (default)
Configurable up to:
+100,000

OTN: +48,000 (default)
Configurable up to: +96,000

Ethernet: £50,000 (default)
Configurable up to:
+100,000

OTN: £48,000 (default)
Configurable up to: +96,000

Ethernet: +£30,000 (default)
Configurable up to:
+850,000

OTN: +£25,000 (default)
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Product ID Modulation |RX OSNR RX Sensitivity RX Power CD Robustness (ps/nm)
(Payload) Sensitivity | Optimal Sensitivity (No
(dB) ASE Noise)

Configurable up to: +77,000

QPSK Ethernet: Ethernet: -20dBm Ethernet: -32dBm Ethernet: +80,000 (default)
(100G) 11.5 Configurable up to:
OTN: -20dBm OTN: -32dBm +160,000
OTN: 11.8 OTN: +77,000 (default)
Configurable up to:
+154,000

Ordering information
Cisco 400G QSFP-DD High-Power (Bright) Optical modules

DP04QSDD-HEO QSFP-DD 400G ZR+ - High Tx Power
DP04QSDD-HK9 QSFP-DD 400G ZR+ - High Tx Power - OTN
DP01QSDD-LK9 QSFP-DD 400G ZR+ - High Tx Power - OTN - 100G BW

E-100G-TRK-ZRPL E-Deliver RTU enabling 100G BW on QDD ZR+

Warranty information

Product warranty terms and other information applicable to Cisco products are available at
WWW.cisco.com/go/warranty.

Cisco and Partner Services

Services from Cisco and our certified partners can help you transform the WDM system setup experience and
accelerate business innovation and growth. We have the depth and breadth of expertise to create a clear,
replicable, optimized Coherent Transport footprint across technologies. Planning and design services align
technology with business goals and can increase the accuracy, speed, and efficiency of your deployment.
Technical services can help you improve operational efficiency, save money, and mitigate risk. Optimization
services are designed to continuously improve performance and help your team succeed with new
technologies. For more information, please visit www.cisco.com/go/services.
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Cisco Capital
Flexible payment solutions to help you achieve your objectives

Cisco Capital® makes it easier to get the right technology to achieve your objectives, enable business
transformation, and help you stay competitive. We can help you reduce the total cost of ownership, conserve
capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can help you
acquire hardware, software, services, and complementary third-party equipment in easy, predictable
payments. Learn more.

Americas Headquarters Asia Pacific Headquarters Europe Headquarters
Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at https://www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks,
go to this URL: https://www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1110R)

Printed in USA C78-3376317-00 01/23
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The Cisco® family of QSFP-DD modules provide the industry’s highest bandwidth density
while leveraging the backward compatibility to lower-speed QSFP pluggable modules
and cables.

Product overview

The Cisco 400GBASE Quad Small Form-Factor Pluggable Double Density (QSFP-DD) portfolio offers customers
a wide variety of super high-density transceiver modules and the flexibility of 400 Gigabit Ethernet connectivity
options for data center, high- performance computing networks, enterprise core and distribution layers, and
service provider applications. The QSFP-DD modules are our new generation of 400G transceiver modules
based on a QSFP-DD form factor.

Table 1. Feature and Benefits of Cisco QSFP-DD Modules

Hot-swappable Input/output device that plugs into 400G Ethernet Cisco QSFP-DD port

Interoperable Interoperable with other IEEE-compliant 400GBASE interfaces where applicable

Certified on Cisco platform Certified and tested on Cisco QSFP-DD 400G ports for superior performance, quality,
and reliability

Compliant with IEEE 802.3 High-speed electrical and optical interfaces compliant to IEEE 802.3

Compliant with MSA Compliant to QSFP-DD MSA CMIS Rev4.1, OIF 56G PAM4, IEEE 802.3 and 100G
Lambda MSA

Backward compatibility QSFP-DD port is backward compatible with QSFP+, QSFP28 and QSFP56 modules

Breakout capability Some QSFP-DD modules have the capability to interface to multiple 100G modules

when operated in breakout mode, providing higher port density for 100G interfaces,
and easing the migration to 400G platforms

Table 2. Cisco 400G QSFP-DD portfolio

Product ID Description Max power Optical

consumption (W) | Connector

QDD-400-CUxM 400G, QSFP-DD to QSFP-DD, Passive Copper 1.5 per end N/A
Cable, 0.5 meter, 1 meter, 2 meters, 2.5 meters,
3 meters

QDD-4ZQ100-CUxM 400G, QSFP-DD to 4x QSFP56 100GBASE-CR2, 1.5W per end N/A

Passive Copper Cable, 1 meter, 2 meters,
2.5 meters, 3 meters

QDD-2Q200-CU3M 400G, QSFP-DD to 2x QSFP56 200GBASE-CR4, 1.5W per end N/A
Passive Copper Cable, 3 meters

QDD-400-A0CxM 400G QSFP-DD Transceiver, Active Optical Cable, 12 per end N/A
1,2,3,5,7,10, 15, 20, 25, 30 meters
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Product ID Description Max power Optical
consumption (W) | Connector

QDD-400G-SR8-S

QDD-400G-SR4.2-BD

QDD-400G-DR4-S

QDD-4X100G-FR-S

QDD-4X100G-LR-S

QDD-400G-FR4-S

QDD-400G-LR4-S

QDD-400G-LR8-S

QDD-2X100-SR4-S

QDD-2X100-CWDM4-S

QDD-2X100-LR4-S

400G QSFP-DD Transceiver, MPO-16 APC MMF,
100m OM4 MMF, Can be used for 2X 200G-SR4
and 8x 50G-SR breakout

400G QSFP-DD Transceiver, MPO-12, 100m OM4

MMF, 400GBASE-SR4.2 compliant. Can used for
4X breakout to QSFP-100G-SR1.2

400G QSFP-DD Transceiver, 400GBASE-DR4,
MPO-12 parallel SMF, 500m

QSFP-DD Transceiver, 4x 1T00GBASE-FR1, MPO-
12, 2km parallel SMF

QSFP-DD Transceiver, 4x T00GBASE-LR1, MPO-
12, 10km parallel SMF

400G QSFP-DD Transceiver, 400G-FR4, 2km
Duplex SMF

400G QSFP-DD Transceiver, 400G-LR4, 10km
Duplex SMF, 100% compliant with 400GBASE-
LR4-6

400G QSFP-DD Transceiver, 400GBASE-LRS,
10km Duplex SMF

2x100GBASE-SR4 Transceiver, T00GBASE-SR4,
MPO-24, 100m MMF

2X 100G-CWDM4 Transceiver, 100G-CWDM4,
Dual Duplex CS connector, 2km Duplex SMF

2x100GBASE-LR4 Transceiver, T00GBASE-LR4,
Dual Duplex CS connector, 10km SMF

12

12

12

12

12

13

MPO-16 MMF
APC

MPO-12 MMF
UPC

MPO-12 SMF
APC

MPO-12 SMF
APC

MPO-12 SMF
APC

Duplex LC SMF
PC/UPC

Duplex LC SMF
PC/UPC

Duplex LC SMF
PC/UPC

MPO-24 MMF
UPC

Dual Duplex CS
SMF PC/UPC

Dual Duplex CS
SMF PC/UPC

Note: Except for QDD-400G-SR8-S, QDD-400G-DR4-S, QDD-4X100G-FR-S, QDD-4X100G-LR-S, only
connections with patch cords with PC or Ultra-Physical Contact (UPC) connectors are supported. QDD-
400G- SR8-S, QDD-400G-DR4-S, QDD-4X100G-FR-S, QDD-4X100G-LR-S require patch cords with
Angled Physical Contact (APC) MPO connectors. QDD-400G-SR8-S requires MPO-16 APC for MMF. All
cables and cable assemblies used must be compliant with the standards specified in the standards section
of this datasheet. For more information and references on QSFP-DD cable guides, please click on the
following link: Cisco Transceiver Modules - Brochures - Cisco.
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Cisco 400G QSFP-DD transceiver prominent features and differentiators
Cisco QDD-400-CUxM

Figure 1.
QDD-400-CUxM

he Cisco 400G QDD-400-CuxM module (Figure 1) primarily enables high-bandwidth 400G links and supports
400G Ethernet rate. It provides a QSFP-DD-to-QSFP-DD copper direct-attach solution. QDD-400-CuxM
cables are suitable for very short links and offer a cost-effective way to establish a 400-Gigabit link between
QSFP-DD 400G ports of switches/routers within racks and across adjacent racks. Cisco currently offers passive
copper cables in lengths of x=0.5, 1, 2, 2.5, and 3 meters. FEC is perform on the host platform.

Cisco QDD-4ZQ100-CUxM

-~

Figure 2.
QDD-4ZQ100-CUxM

The Cisco 400G QDD-4ZQ100-CUxM passive copper cable (Figure 2) enables high-bandwidth breakout from a
400G port to four T00GE links. It provides a QSFP-DD-to-4x QSFP56 100GBASE-CR2 copper direct-attach
solution. QDD-4ZQ100-CuxM cables are suitable for very short links and offer a cost-effective way to establish
a 4x 100-Gigabit link between QSFP-DD 400G port and four 1T00GE ports to switch or servers within or to
adjacent racks. Cisco currently offers passive copper cables in lengths of x=1, 2, 2.5, and 3 meters. . FEC is
perform on the host platform.

Cisco QDD-2Q200-CU3M

Figure 3.
QDD-2Q200-CU3M

The Cisco QDD-2Q200-CU3M passive copper cable (Figure 3) provides high-bandwidth breakout from a 400G
port to two 200GE links. It provides a QSFP-DD-to-2x QSFP56 200GBASE-CR4 copper direct-attach solution.
QDD-2Q200-Cu3M cables are suitable for very short links and offer a cost-effective way to establish a 2x 200-

© 2023 Cisco and/or its affiliates. All rights reserved. Page 5 of 22



Gigabit link between QSFP-DD 400G port and two 200GE ports to switches or servers within or to adjacent
racks. Cisco currently offers passive copper cables in 3 meters lengths. FEC is perform on the host platform.

Cisco QDD-400-A0CxM

Figure 4.
QDD- 400-A0OCxM

The Cisco QDD-400-A0CxM modules (Figure 4) with AOC cables are suitable for short distances and offer a
flexible way to connect within racks and across racks. Active optical cables are much thinner and lighter than
copper cables, which makes cable management easier. AOCs enable efficient system airflow, which is critical
in high-density racks. Cisco currently offers active optical cables in lengths of x=1, 2, 3, 5, 7, 10, 15, 20, 25,
and 30 meters. FEC is perform on the host platform.

Cisco QDD-400G-SR8-S

Figure 5.
QDD-400G-SR8-S

The Cisco QDD-400G-SR8-S Module (Figure 5) supports 400GE links and up to 8x 50GE breakouts or two
200GE breakout links lengths of up to 100m over OM4 MMF. The module has 8 pairs of MMF with an MPO-16
APC connector. It is compliant to the IEEE 802.3bm protocol and 400GAUI-8/CEI-56G-VSR-PAM4 standards.
The 400 Gigabit Ethernet signal is carried over eight parallel pairs of fibers by 50Gbps signals per fiber. It can
also be used as 8x 50GE breakout to SFP56-50G-SR modules or 2x QSFP-200G-SR4-S modules. FEC is
performed on the host platform.

Cisco QDD-400G-SR4.2-BD

Figure 6.
QDD-400G-SR4.2-BD
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The Cisco QDD-400G-SR4.2-BD Module (Figure 6) supports 400GE links and up to four 100GE breakout link
lengths of up to 100m over OM4 MMF. The module has four pairs of MMF with an MPO-12 UPC connector. It is
compliant to the IEEE 802.3bm protocol and 400GAUI-8/CEI-56G-VSR-PAM4 standards. The 400 Gigabit
Ethernet signal is carried over four parallel pairs of fibers by two 50Gbps bidirectional wavelength per fiber. It
can also be used as 4x100GE breakout to QSFP-100G-SR1.2 modules. FEC is performed on the host platform.

QDD-400G-DR4-S

Figure 7.
QDD-400G-DR4-S

The Cisco QDD-400G-DR4-S Module (Figure 7) supports 400GE links and up to four 100GE breakout link
lengths of up to 500m. The module has four pairs of SMF with an MPO-12 connector. It is compliant to the IEEE
802.3bs protocol and 400GAUI-8/CEI-56G-VSR-PAM4 standards. The 400 Gigabit Ethernet signal is carried
over four parallel lanes by one wavelength per lane. It can be used as 4x100G breakout to QSFP28 100G-DR,
100G-FR, and 100G-LR. FEC is performed on the host platform.

QDD-4X100G-FR-S

Figure 8.
QDD-4X100G-FR-S

The Cisco QDD-4X100G-FR-S Module (Figure 8) supports 100G breakout link lengths of up to 2km. The
module has four pairs of SMF with an MPO-12 connector. It is compliant to the IEEE 802.3cu for T00GBASE-
FR1, and 400GAUI-8/CEI-56G-VSR-PAM4 standards. The 400 Gigabit Ethernet signal is carried over four
parallel lanes by one wavelength per lane. It can be used as 4x100G breakout to QSFP28 100G-DR (up to
500m), 100G-FR, and 100G-LR. FEC is performed on the host platform.
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QDD-4X100G-LR-S

Figure 9.
QDD-4X100G-LR-S

The Cisco QDD-4X100G-LR-S Module (Figure 9) supports 100G breakout link lengths of up to 10km. The
module has four pairs of SMF with an MPO-12 connector. It is compliant to the IEEE 802.3cu for T00GBASE-
LR1, and 400GAUI-8/CEI-56G-VSR-PAM4 standards. The 400 Gigabit Ethernet signal is carried over four
parallel lanes by one wavelength per lane. It can be used as 4x100G breakout to QSFP28 100G-DR (up to
500m), 100G-FR (up to 2km), and 100G-LR (up to10km). FEC is performed on the host platform.

QDD-400G-FR4-S

Figure 10.
QDD-400G-FR4-S

The Cisco QDD-400G-FR4-S Module (Figure 10) supports link lengths of up to 2km SMF with duplex LC
connector. It is compliant to IEEE 802.3cu for 400GBASE-FR4 requirements and 100G Lambda MSA group, and
400GAUI-8/CEI-56G-VSR-PAM4 standards. The 400 Gigabit Ethernet signal is carried over four CWDM grid
optical wavelengths. Multiplexing and demultiplexing of the four wavelengths are managed within the device.
FEC is performed on the host platform.
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QDD-400G-LR4-S

Figure 11.
QDD-400G-LR4-S

The Cisco QDD-400G-LR4-S Module (Figure 11) supports link lengths of up to 10km SMF with duplex LC
connector. It is compliant to IEEE 802.3cu for 400GBASE-LR4-6km requirements but extends the reach to
10km, is compliant to100G Lambda MSA group 400G-LR4 requirements, and 400GAUI-8/CEI-56G-VSR-PAM4
standards. The 400 Gigabit Ethernet signal is carried over four CWDM grid optical wavelengths. Multiplexing
and demultiplexing of the four wavelengths are managed within the device. FEC is performed on the host
platform.

///

%

Figure 12.
QDD-2X100-SR4-S

The Cisco QDD-2X100-SR4-S module (Figure 12) supports link lengths of up to 100m on OM4 MMF. The
module uses an MPO-24 MMF connector. It is compliant to IEEE 802.3 100GBASE-SR4 requirements. The
module provides backward compatibility to two T00GBASE-SR4 transceivers, improving port efficiency to
legacy 100G optical interfaces. FEC is performed on the host platform.

QDD-2X100-CWDM4-S

Figure 13.
QDD-2X100-CWDM4-S
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The Cisco QDD-2X100-CWDM4-S module (Figure 13) supports link lengths of up to 2km over SMF and uses a
dual duplex CS connector. It is compliant to the 100G-CWDM4 MSA. The 100 Gigabit Ethernet signal is carried
over four CWDM grid optical wavelengths at 25Gb/s each. Multiplexing and demultiplexing of the four
wavelengths are managed within the device. FEC is performed on the host platform.

QDD-2X100-LR4-S

Figure 14.
QDD-2X100-LR4-S

The Cisco QDD-2X100-LR4-S module (Figure 14) supports link lengths of up to 10km over SMF and uses a

dual duplex CS connector. It is compliant to IEEE 802.3 T00GBASE-LR4 requirements. The module provides

backward compatibility to two T00GBASE-LR4 transceivers, improving port efficiency to legacy 100G optical
interfaces.

Table 3. QSFP port and cabling specifications

Cisco 400G QSFP-DD Nominal Cable type Core size Modal Cable Pull tab
wavelength (nm) (microns) bandwidth | distance color

QDD-400-CU0.5M Passive copper

cable assembly
QDD-400-CU1TM Tm Tan
QDD-400-CU2M 2m Brown
QDD-400-CU2.5M 25m Yellow
QDD-400-CU3M 3m Orange
QDD-4Z2Q100-CU1TM Tm Tan
QDD-4ZQ100-CU2M 2m Brown
QDD-4ZQ100-CU2.5M 2.5m Yellow
QDD-4ZQ100-CU3M 3m Orange
QDD-2Q200-CU3M 3m Orange
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Cisco 400G QSFP-DD Nominal Cable type Core size Modal Cable Pull tab
wavelength (nm) (microns) bandwidth | distance color

QDD-400-AOC1M
QDD-400-A0C2M
QDD-400-AOC3M
QDD-400-AOC5M
QDD-400-AOC7M
QDD-400-AO0C10M
QDD-400-A0C15M
QDD-400-A0C20M
QDD-400-A0C25M
QDD-400-AOC30M

QDD-400G-SR8-S

QDD-400G-SR4.2-BD

QDD-400G-DR4-S
QDD-4X100G-FR-S
QDD-4X100G-LR-S

QDD-400G-FR4-S

QDD-400G-LR4-S

QDD-400G-LR8-S

QDD-2X100-SR4-S

QDD-2X100-CWDM4-S

QDD-2X100-LR4-S
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850

850, 908

1310
1310

1310

1270, 1290, 1310,

1330

1270, 1290, 1310,

1330

1273, 1277, 1282,
1286, 1295, 1300,

1304, 1309

850

1270, 1290, 1310,

1330

1295, 1300, 1304,

1309

Active optical

cable assembly

MMF

MMF

SMF

SMF

SMF

SMF

SMF

SMF

MMF

SMF

SMF

50

50

G.652

G.652

G.652

G.652

G.652

G.652

50

G.652

G.652

2000 (OM3)
4700 (OM4)
4700 (OMS5)

2000 (OM3)
4700 (OM4)
4700 (OMb)

2000 (OM3)
4700 (OM4)

10 m
15 m
20 m
25 m
30 m

70m (OM3)
100m (OM4)

70m (OM3)
100m (OM4)
150m (OMS5)

500 m
2 km
10 km

2 km

10 km

10 km

70m 100m

2 km

10 km

Beige
Brown
Orange
Gray
Blue
Red
Black
Green
Green
Green

Tan

Gray

Orange
Green
Blue

Green

Blue

Blue

Beige

Green

Blue
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Platform support

Cisco QSFP-DD modules are supported on Cisco switches and routers. For more details, refer to the
Cisco Transceiver Modules Compatibility Matrix.

Specifications

Table 4.

Electrical specifications

Description Nominal High-speed electrical |Link meter
Datarate (Gbs)
QDD-400-CUxM 400G QSFP-DD, Passive Copper 425 400GAUI-8 C2M, OIF 0.51,2,25,3
Cable CEI-56G-VSR-PAM4
QDD-4ZQ100-CUxM 400G QSFP-DD to 4x QSFP56 4x 100GE 4x 100GBASE-CR2, OIF 1,2,2.5,3
T00GEBASE-CR2, Passive CEI-56G-VSR-PAMA4
Copper Cable
QDD-2Q200-CU3M 400G QSFP-DD to 2x QSFP56 2x 200GE 4x 100GBASE-CR2, OIF 3
200GEBASE-CRA4, Passive CEI-56G-VSR-PAM4
Copper Cable
QDD-400-A0CxM 400G QSFP-DD Transceiver, 425 400GAUI-8 1,2,3,5,7,10,15,
Active Copper Cable 20,25, 30
QDD-400G-SR8-S 400G QSFP-DD Transceiver, 425 400GAUI-8/CEI-56G- 70m (OM3)
MPO-16 APC MMF, 100m OM4 VSR- PAM4
MMEF, Can be used for 2X 200G- 100m (OM4)
SR4 and 8x 50G-SR breakout
QDD-400G-SR4.2-BD 400G QSFP-DD Transceiver, 425 400GAUI-8/CEI-56G- 70m (OM3)
MPO-12 UPC, 100m OM4 MMF, VSR- PAM4
400GBASE-SR4.2, Can be used 100m (OM4)
for 4X breakout to QSFP-100G-
SR1.2 150m (OM5)
QDD-400G-DR4-S 400G QSFP-DD Transceiver, 425 400GAUI-8/CEI-56G- 500 m
400GBASE-DR4, MPO-12, 500m VSR- PAM4
parallel SMF
QDD-4X100G-FR-S QSFP-DD Transceiver, 4X 4x 100GE 400GAUI-8/CEI-56G- 2 km
T100GBASE-FR1, MPO-12, 2km VSR- PAM4
parallel SMF
QDD-4X100G-LR-S QSFP-DD Transceiver, 4X 4x 100GE 400GAUI-8/CEI-56G- 10 km
T00GBASE-LR1, MPO-12, 10km VSR- PAM4
parallel SMF
QDD-400G-FR4-S 400G QSFP-DD Transceiver, 425 400GAUI-8/CEI-56G- 2 km
400G- FR4, Duplex LC, 2km VSR- PAM4
Duplex SMF
QDD-400G-LR4-S 400G QSFP-DD Transceiver, 425 400GAUI-8/CEI-56G- 10 km

400G- LR4, Duplex LC, 10km
Duplex SMF
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Description Nominal High-speed electrical |Link meter

Datarate (Gbs)

QDD-400G-LR8-S 400G QSFP-DD Transceiver, 425 400GAUI-8/CEI-56G- 10 km
400GBASE-LRS8, Duplex LC, VSR- PAM4
10km Duplex SMF

QDD-2X100-SR4-S 2x 100G QSFP-DD Transceiver, = 2x100GE 2x 100G CAUI-4 100 m
2x 100GBASE-SR4, MPO-24
MMF, 100m OM4

QDD-2X100-CWDM4-S 2x 100G QSFP-DD Transceiver, 2X 100GE 2x 100G CAUI-4 2 km
2x 100G-CWDM4, Dual Duplex
CS connector SMF, 2km SMF

QDD-2X100-LR4-S 2x 100G QSFP-DD Transceiver, 2X 100GE 2x 100G CAUI-4 10 km
2x 100GBASE-LR4, Dual Duplex
CS connector, 10km SMF

Table 5.  Optical specifications

Description Average | Average | Average | Average | Maximum | Wavelength | Pre-FEC
Transmit | Transmit | Receive | Receive | Supported |(nm)
Power Power Power |Power |Insertion

per lane |perlane |per lane |perlane |Loss (IL)
(dBm) (dBm) (dBm) |(dBm) |(dB)
min max min' max

QDD-400G-SR8-S 400G QSFP-DD
Transceiver, MPO-
16 APC MMF,
100m OM4 MMF,
Can be used for 2X
200G-SR4 and 8x
50G-SR breakout

6.5 4 -8.4 4 1.9 840-860 2.4x10-4

QDD-400G-SR4.2- 400G QSFP-DD -6.2 4 -8.2 4 1.9 855, 908 2.4x10-4
BD Transceiver, MPO-

12 UPC, 100m

OM4 MMF,

400GBASE-SR4.2,

Can be used for 4X

breakout to QSFP-

100G- SR1.2

QDD-400G-DR4-S 400G QSFP-DD -2.9 4 -5.9 4 3 1310 2.4x10-4
Transceiver,
400GBASE-DR4,
MPO-12, 500m
parallel SMF

QDD-4X100G-FR-S QSFP-DD -3.1 4 -7.1 4 4 1310 2.4x10-4
Transceiver, 4X
T100GBASE-FR1,
MPO-12, 2km
parallel SMF
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Description Average | Average | Average | Average | Maximum |Wavelength | Pre-FEC
Transmit | Transmit | Receive | Receive | Supported

Power Power Power |Power |Insertion
per lane |per lane |perlane | per lane |Loss (IL)
(dBm) (dBm) (dBm) |(dBm) |(dB)
min max min' max

QDD-4X100G-LR-S QSFP-DD -1.9 4.8 -8.2 4.8 6.3 1310 2.4x10*
Transceiver, 4X
100GBASE-LR1,

PO-12, 10km
parallel SMF
QDD-400G-FR4-S 400G QSFP-DD -3.2 3.5 -7.3 3.5 4 1270, 2.4x10*
Transceiver,
400GBASE-FR4, 1290,
Duplex LC, 2km
Duplex SMF 1310,
1330
QDD-400G-LR4-S 400G QSFP-DD -2.7 5.1 -9.0 5.1 6.3 1270, 2.4x10™*
Transceiver,
400GBASE-LR4, 1290,
Duplex LC, 10km
Duplex SMF 1310,
1330
QDD-400G-LR8-S 400G QSFP-DD -2.8 5.3 -9.1 5.3 6.3 1273, 2.4x10*
Transceiver,
400GBASE-LRS, 1277,
Duplex LC, 10km
Duplex SMF =2
1286,
1295,
1300,
1304,
1309
QDD-2X100-SR4-S 2x 100G QSFP-DD -8.4 2.4 -10.3 2.4 1.9 840 to 860 5x107°
Transceiver, 2x
100GBASE-SR4,
MPO-24 MMF,
100m OM4
QDD-2X100- 2x 100G QSFP-DD -6.5 2.5 -11.5 2.5 5 1271, 5x10°
CWDM4-S Transceiver, 2x
100G-CWDM4, 1291,
Dual Duplex CS 1311
connector SMF, ’
2km SMF 1331
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Description Average | Average | Average | Average | Maximum |Wavelength | Pre-FEC
Transmit | Transmit | Receive | Receive | Supported

Power Power |Power |Insertion
per lane |per lane |perlane | per lane |Loss (IL)
(dBm) (dBm) (dBm) (dB)
min min’ max
QDD-2X100-LR4-S 2x 100G QSFP-DD -4.3 4.5 -10.6 4.5 6.3 1295, 10712
Transceiver, 2x
100GBASE-LR4, 1300, (no FEC)

Dual Duplex CS 1304
connector, 1T0km ’
SMF 1309

" Average receive power per lane (min) is informative and not the principal indicator of signal strength. A received power below this
value cannot be compliant; however, a value above this does not ensure compliance

Table 6. Mechanical specifications

Module dimension with pull tab (HxW x D) 8.5 x 18.4 x 78.3/93.3 mm

Module weight (Max) Optical modules 100 g
QDD-400-CU0.5M 250 g
QDD-400-CUTM 250 g
QDD-400-CU2M 450 g
QDD-400-CU2.5M 550 g
QDD-400-CU3M 600 g
QDD-4Z2Q100CU1TM 4009
QDD4zQ100-CU2M 600 g
QDD-47Q100-CU2.5M 700 g
QDD-4Z2Q100-CU3M 800 g
QDD-2Q200-CU3M 600 g
QDD-400-A0C1M 160 g
QDD-400-A0C2M 180 g
QDD-400-A0C3M 190 g
QDD-400-A0C5M 200 g
QDD-400-A0C7M 230 g
QDD-400-A0C10M 270 g

© 2023 Cisco and/or its affiliates. All rights reserved. Page 15 of 22



QDD-400-A0C15M 320 g
QDD-400-A0C20M 390 g
QDD-400-A0C25M 430 g
QDD-400-A0OC30M 490 g
QDD-400G Module operation temperature 0to 75°C
QDD-2X100 Module operation temperature 0to 70°C
Active optical cable 0to 70°C
Copper cable operation temperature 0to 70°C
Storage temperature -40to 85°C

QSFP-DD Breakout Capability and Module Interoperation

Some of Cisco’s QSFP-DD modules have the capability to be operated in breakout mode on specific platforms.
This allow the QSFP-DD port to be configured as if it were two or four 1T00GE ports. This function provides
users the ability to use the latest platforms with 400G ports with the latest features while still providing
connectivity to existing 100G platforms that are already in the network. This eases the migration to 400GE on a
port-by-port basis while providing very high density 100GE interfaces. These modules will interoperate with
Cisco as well as 3rd party modules that comply with the same standards. Tables 7-10 provides brief overview
of the various optical breakout options, compatibility and reach to T00GE modules. Module optical
interoperability can also be verified with the Cisco Module Interoperability Matrix.

Table 7. QSFP-DD SMF PAM4 Breakout Interoperation and Link Reach

Standard (PAM4) 400GBASE- | T00GBASE- | 100GBASE-FR1 100GBASE-LR1
DR4 DR1

Product ID QDD- QSFP- QSFP- CPAK-

400G-DR4 | 100G-DR- 100G-FR- | 100G-FR

S S

QDD-400G-DR4-S 500m SMF  500m SMF (3dB) 500m SMF (3dB)
(4x 100G Breakout) (3dB)
QDD-4X100G-FR-S 500m SMF  2km SMF (4dB) 2km SMF (4dB)
(4x 100G Breakout) (3dB)
QDD-4X100G-LR-S 500m SMF  2km SMF (4dB) 10 km SMF (6.3dB)
(4x 100G Breakout) (3dB)

2 100G-LR-20 is a standard of the 100G Lambda MSA (www.100glambda.com)
3 100G-CWDM4 is compliant to the requirements from the CWDM4 Group MSA (CWDM4-MSA Group)

4 QSFP-100G-SM-SR is compatible with 100G-CWDM4 except with 4.2dB link margin
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Table 8. QSFP-DD SMF PAM4 Duplex Interoperation and Link Reach

Standard (PAM4) 400GBASE-FR4 400G-LR4 400GBASE-LR4-6’
Product ID QDD-400G-FR4-S QDD-2X400G-FR4 |QDD-400G-LR4-S _
) (4dB)

QDD-400G-FR4-S 2km (4dB) 2km (4dB 2km (4dB 2km (4dB)

QDD-400G-LR4-S 2km (4dB) 2km (4dB) 10km (6.3dB) 6km (6.3dB)

T 400GBASE-LR4-6 is the IEEE requirement is limited to 6km reach, the QDD-400G-LR4 module is 100% compatible with this requirement,
but has a reachG of 10km.

Table9. QSFP-DD MMF PAM4 Duplex Interoperation and Link Reach

Product ID QSFP-100G-SR1.2 SFP-50G-SL QSFP-200G-SR4-S | QSFP-200G-
(OM3)

QDD-400G-SR4.2-BD 70m (OM3
(4x 100G Breakout)

100m (OM4)
150m (OM5)
(1.9dB)
QDD-400G-SR8-S 70m (OM3) 20m (OM3) 70m (OM3) 20m (OM3)
(2x 200GE and 8x 50G
Breakout) 100m (OM4)  30m (OM4) 100m (OM4) 30m (OM4)
100m (OM5) 30m (OM5) 100m (OM5) 30m (OM5)
(1.9dB) (1.6dB) (1.9dB) (1.6dB)

Table 10. QSFP-DD 2x100G NRZ Interoperation and Link Reach

Standard (NR2) 100GBASE- SR4 | 100G-CWDM43 100GBASE-LR4

Product ID

CWDM4- S  CWDM*

QDD-2X100-SR4-S 70m (OM3)
(2x 100G Breakout)
100m (OM4)
(1.9dB)
QDD-2X100-CWDM4-S 2km SMF (5dB) 2km SMF
(4.2dB)
QDD-2X100-LR4-S 10km SMF (6.3 dB)
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Table 11.

Ordering information

QDD-400-CU0.5M
QDD-400-CUTM
QDD-400-CU2M
QDD-400-CU2.5M
QDD-400-CU3M
QDD-4ZQ100-CUTM

QDD-4ZQ100-CU2M

QDD-42Q100-CU2.5M

QDD-4Z2Q100-CU3M
QDD-2Q200-CU3M
QDD-400-AOC1M
QDD-400-A0OC2M
QDD-400-A0OC3M
QDD-400-A0OC5M
QDD-400-AOC7M
QDD-400-AOC10M
QDD-400-A0C15M
QDD-400-A0C20M
QDD-400-A0C25M
QDD-400-AOC30M
QDD-400G-SR8-S
QDD-400G-SR4.2-BD
QDD-400G-DR4-S
QDD-4X100G-FR-S
QDD-4X100G-LR-S

QDD-400G-FR4-S
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400G QSFP-DD Transceiver, Passive Copper Cable, 0.5 meter

400G QSFP-DD Transceiver, Passive Copper Cable, 1 meter

400G QSFP-DD Transceiver, Passive Copper Cable, 2 meters

400G QSFP-DD Transceiver, Passive Copper Cable, 2.5 meters

400G QSFP-DD Transceiver, Passive Copper Cable, 3 meters

QSFP-DD 4x 100GBASE-CR2 Passive Breakout Copper Cable, 1 meter
QSFP-DD 4x 100GBASE-CR2 Passive Breakout Copper Cable, 2 meters
QSFP-DD 4x 100GBASE-CR2 Passive Breakout Copper Cable, 2.5 meters
QSFP-DD 4x 100GBASE-CR2 Passive Breakout Copper Cable, 3 meters
QSFP-DD 2x 200GBASE-CR4 Passive Breakout Copper Cable, 3 meters
400G QSFP-DD Transceiver, Active Optical Cable, 1 meter

400G QSFP-DD Transceiver, Active Optical Cable, 2 meters

400G QSFP-DD Transceiver, Active Optical Cable, 3 meters

400G QSFP-DD Transceiver, Active Optical Cable, 5 meters

400G QSFP-DD Transceiver, Active Optical Cable, 7 meters

400G QSFP-DD Transceiver, Active Optical Cable, 10 meters

400G QSFP-DD Transceiver, Active Optical Cable, 15 meters

400G QSFP-DD Transceiver, Active Optical Cable, 20 meters

400G QSFP-DD Transceiver, Active Optical Cable, 25 meters

400G QSFP-DD Transceiver, Active Optical Cable, 30 meters

400G QSFP-DD Transceiver, 400GBASE-SR8, MPO16 APC MMF 100m
400G QSFP-DD Transceiver, 4A00GBASE-SR4.2, MPO-12 MMF, 100m
400G QSFP-DD Transceiver, 4A00GBASE-DR4, MPO-12, 500m parallel SMF
QSFP-DD Transceiver, 4x 100GBASE-FR1, MPO-12, 2km parallel SMF
QSFP-DD Transceiver, 4x 100GBASE-LR1, MPO-12, 10km parallel SMF

400G QSFP-DD Transceiver, 400G-FR4, Duplex LC, 2km Duplex SMF
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QDD-400G-LR4-S 400G QSFP-DD Transceiver, 400G-LR4, Duplex LC, 10km Duplex SMF
QDD-400G-LR8-S 400G QSFP-DD Transceiver, 400GBASE-LR8, 10km Duplex SMF, 10km
QDD-2X100-SR4-S 2x100G QSFP-DD Transceiver, 2X 100GBASE-SR4, MPO-24 MMF, 100m OM4
QDD-2X100-CWDM4-S 2X 100G QSFP-DD Transceiver, 2X 100G-CWDM4, Dual Duplex CS, 2km SMF
QDD-2X100-LR4-S 2x 100G QSFP-DD Transceiver, 2x 100GBASE-LR4, Dual Duplex CS, 10km SMF

Regulatory and standards compliance
Standards

OIF CEI-56G-VSR-PAM4

QSFP-DD MSA hardware Rev 4.1, QSFP-DD hardware specification for QSFP double-density 8X
pluggable transceiver

400G-FR4 MSA: 100G Lambda MSA Group

400G-LR4 MSA: 100G Lambda MSA Group

GR-20-CORE: Generic Requirements for Optical Fiber and Optical Fiber Cable

GR-326-CORE: Generic Requirements for Single-Mode Optical Connectors and Jumper Assemblies

GR-468-CORE: Generic Requirements for Optoelectronic Devices Used in Telecommunications
Equipment

GR-1435-CORE: Generic Requirements for Multifiber Optical Connectors
Common Management Specification (CMIS) Rev 4.0

IEEE Std 802.3™-2018 IEEE Standard for Ethernet

IEEE 802.3ba CL88

IEEE 802.3bs 400GAUI-8 Annex 120E

IEEE 802.3cd CL136

IEEE 802.3cu CL140
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Laser Class 1 21CFR-1040 LN&#50
Laser Class 1 IEC60825-1
Cable jacket can be certified to UL or CSA jacketed appliance wiring material, rated VW-1 or FT-1.

All cables must be type CM, CMG, CMP, or CMR. If cable is type CL2 (USA type of cable), it must also
be type LVT or ELC (Canadian type of cable).

Compliance with North American (FCC/ICES), European (CENELEC), Japanese (VCCI), and Telcordia
NEBS standards

GR-1089 EMC and Electrical Safety - Generic Criteria for Network Telecommunications Equipment
EMI compliance on FCC Part 15 (30 MHz - 40 GHz) and CISPR32/CISPR22 (30-6000 MHz)

RFI compliance on EN/IEC 61000-4-3 and GR-1089-CORE (10k to 10 GHz)

ESD compliance on EN/IEC 61000-4-2 and GR-1089

Certification to IEC/EN 60825-1 +A2

RoHS 6 compliance

Table 12. Laser class for QSFP-DD modules

QDD-400G-SR8-S 1

QDD-400G-SR4.2-BD 1

QDD-400G-DR4-S 1
QDD-4X100G-FR-S 1
QDD-4X100G-LR-S 1
QDD-400G-FR4-S 1
QDD-400G-LR4-S 1
QDD-400G-LR8-S 1
QDD-2X100-SR4-S 1
QDD-2X100-CWDM4-S 1
QDD-2X100-LR4-S 1
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Product sustainability

Information about Cisco’s Environmental, Social and Governance (ESG) initiatives and performance is provided
in Cisco’s CSR and sustainability reporting.

Table 13. Cisco environmental sustainability information
General Information on product-material-content laws and regulations Materials

Information on electronic waste laws and regulations, including our WEEE Compliance
products, batteries and packaging

Information on product takeback and reuse program Cisco Takeback and Reuse Program
Sustainability Inquiries Contact: csr_inquiries@cisco.com
Power QSFP-DD Port cabling specifications Table 3
Material Product packaging weight and materials Contact: environment@cisco.com

Warranty
Standard warranty: 5 years

Expedited replacement available via a Cisco SMARTnet® Service support contract

Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business
transformation and help you stay competitive. We can help you reduce the total cost of ownership, conserve
capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can help you acquire
hardware, software, services and complementary third-party equipment in easy, predictable payments.

Learn more.

Additional information

For more information about Cisco 400G QSFP-DD copper modules, contact your sales representative or visit
https://www.cisco.com/en/US/products/hw/modules/ps5455/prod module series home.html.
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